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GLOSSARY OF TERMS  

 

 

The Act  

 

Prevention of Money Laundering Act, Chapter 393, Laws of 

Malta 

The Regulations  

 

Prevention of Money Laundering and Funding of Terrorism 

Regulations, 2008 

The Third Directive 

 

  

The Third EU Directive on the Prevention of the Use of the 

Financial System for the Purpose of Money Laundering and 

Terrorist Financing (2005/60/EC) 

IBA  Insurance Business Act 

IIA  Insurance Intermediaries Act 

  

FIAU  Financial Intelligence Analysis Unit  

IFSP  Institute of Financial Services Practitioners  

MFSA  Malta Financial Services Authority 

JMLSG  Joint Money Laundering Steering Group 

  

MLRO  Money Laundering Reporting Officer 

CDD  Customer Due Diligence  

PEP  Politically Exposed Person 

STR  Suspicious Money Laundering Transaction Report 
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Introduction 

The ability to launder the proceeds of criminal activity through financial systems is 

vital to the success of criminal operations. The unchecked use of financial systems for 

money laundering or terrorist financing purposes has the potential to undermine 

individual financial institutions and, ultimately, the entire financial sector. The 

increased integration of the world's financial system and the removal of barriers to the 

free movement of capital, have both enhanced the ease with which criminal money 

can be laundered and complicated the tracing process. 

It is often thought that money laundering is associated solely with banks and other 

credit institutions and exchange bureaux. Whilst the traditional banking activities of 

deposit-taking, money-transfer systems and lending do offer a vital laundering 

mechanism, particularly in the initial conversion from cash, it should be recognised 

that products and services offered by other types of financial and non-financial sector 

businesses are also attractive to the launderer.  

The sophisticated launderer often involves many other unsuspecting persons or legal 

entities such as: 

(a) auditors, external accountants and tax advisors, including when acting as provided 

for in paragraph (c); 

(b) real estate agents; 

(c) notaries and other independent legal professionals when they participate, whether 

by acting on behalf of and for their client in any financial or real estate transaction 

or by assisting in the planning or execution of transactions for their clients 

concerning the: 

(i) buying and selling of real property or business entities; 

(ii) managing of client money, securities or other assets, unless the activity is 

undertaken under a licence issued under the provisions of the Investment 

Services Act; 

(iii) opening or management of bank, savings or securities accounts; 

(iv) organisation of contributions necessary for the creation, operation or 

management of companies; 

(v) creation, operation or management of trusts, companies or similar 

structures, acting as a trust or company service provider; 
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(d) trust and company service providers not already covered under paragraphs (a), (c), 

(e) and (f); 

(e) nominee companies holding a warrant under the Malta Financial Services 

Authority Act and acting in relation to dissolved companies registered under the 

said Act; 

(f) any person providing trustee or any other fiduciary service, whether authorised or 

otherwise, in terms of the Trusts and Trustees Act; 

(g) casino licensee; 

(h) other natural or legal persons trading in goods whenever payment is made in cash 

in an amount equal to fifteen thousand euro (€15,000) or more whether the 

transaction is carried out in a single operation or in several operations which 

appear to be linked and; 

(i) any activity which is associated with an activity falling within paragraphs (a) to 

(h). 

The persons listed above are “Subject Persons”
1
 in terms of the Regulations as they 

carry out relevant activities
2
 in terms of the same Regulations.  

It is important, therefore, that all Subject Persons in Malta, including IFSP members 

understand the nature of money laundering and terrorist financing and take measures 

to protect themselves, as far as possible, from becoming involved. The consequences 

of a subject person becoming involved in money laundering are very serious. The 

subject person risks prosecution and the loss of good market reputation. Furthermore, 

Malta‟s reputation as a financial services centre could be seriously damaged.  

 

 

                                                 

 

1
 Refer to Section 4 of these Guidance Notes for definition 

2
 Refer to Section 4 of these Guidance Notes for definition 
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1 Application of these Guidance Notes 

1.1 These Guidance Notes are not meant to substitute a reading of the law and the 

Regulations, but are meant to provide practical guidance to IFSP members, with 

respect to their professional obligations arising out of the Act and Regulations, and 

further guidance as to best practice. 

1.2 The Regulations set out the obligations imposed on Subject Persons while 

acting in the exercise of their profession. In essence, under the Regulations, Subject 

Persons are required to adopt Customer Due Diligence measures which include but 

are not limited to identification procedures. Furthermore, the Regulations require that 

Subject Persons have in place record-keeping procedures, internal and external 

reporting procedures, including training programmes aimed at making employees 

aware of these procedures and of the requirements of the Act and the Regulations.  

One may note that, as far as trust and company service providers in the definition of 

Subject Persons is concerned, the Directive in recital 17 states: „Acting as a company 

director or secretary does not of itself make someone a trust and company service 

provider. For that reason, the definition covers only those persons that act as a 

company director or secretary for a third party and by way of business.‟ 
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1.3  These Guidance Notes have been drawn up by the IFSP‟s Prevention of 

Money Laundering & Funding of Terrorism Sub-Committee and have been approved 

by the FIAU as contemplated in Regulation 4(6)(a) of the Regulations. As a result, 

these Guidance Notes shall be taken into consideration by the courts in determining 

whether a Subject Person has complied with his obligations in terms of the 

Regulations.  

1.4 The Regulations contain a provision
3
 which requires that a Court take into 

account any relevant guidance or procedures issued when determining whether a 

subject person has complied with the requirements prescribed in the Regulations to 

take into account any relevant guidance or procedures issued.  

1.5 These Guidance Notes are intended for IFSP members and therefore are of 

relevance mainly to legal professionals when practising in the area of financial 

services, accountants, tax advisors, trust and company services providers, nominee 

companies and licensed nominees acting as nominee shareholders or persons 

providing trustee or any other fiduciary service.  

There may be IFSP members who do not fall under any of the categories of Subject 

Persons as defined by the Regulations. The IFSP Council is of the opinion that these 

Guidance Notes apply in the same manner to all IFSP members across the board, 

whether they fall within the definition of “subject person” in terms of the Regulations 

or not. Compliance with these Guidance Notes should not, however, prevent any IFSP 

member from observing any other guidance notes that may be applicable to his area of 

practice.  

1.6  Italicised text in these Guidance Notes denotes quotations from the law. 

1.7 These Guidance Notes reflect the regulatory framework as at the latest date 

indicated on the version control sheet at page 2 of these Notes.  

 

                                                 

 

3
 Regulation 4(6) 
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2 The Prevention of Money Laundering Act - 

Chapter 373 of the Laws of Malta (the ‘Act’) 

2.1  The Act was enacted on 23
rd

 September 1994 and has been amended several 

times. Act VI of 2005 extended the application of the Act to the „funding of 

terrorism‟. The Act identifies what constitutes money laundering, establishes the 

Financial Intelligence Analysis Unit (hereafter referred to as FIAU) together with its 

powers, and also stipulates ways and means whereby the FIAU, the Commissioner of 

Police, and ultimately the Attorney General may proceed against a person suspected 

of being involved in money laundering or the funding of terrorism. 

2.2 The Act criminalises the laundering of money, the conversion, transfer, 

concealment, disguise, acquisition or retention without reasonable excuse of property, 

knowing that it was derived directly or indirectly from criminal activity as defined in 

Schedules I and II of the same Act. It also criminalises the attempt or complicity in 

the carrying out of such acts.  

At this stage it is important to point out that when legislation was first enacted, the 

offences contemplated by money laundering legislation as giving rise to money 

laundering offences, were limited to drug-related crimes. These were subsequently 

extended to include other serious crimes such as kidnapping, blackmail and dealing in 

arms and other crimes associated with the movement of large sums of money. Since 

31
st
 May 2005, with the coming into effect of Legal Notice 176 of 2005, Malta has 

shifted from having a list of predicate offences to an “all crimes” regime.  

The Act imposes penalties for the crime of money laundering AND funding of 

terrorism. However, it is to be noted that the crime of terrorism arises under Art 

328(F)(1) of the Criminal Code and not the Act. The Regulations provide a 

framework for the prevention of the use of the financial system for both money 

laundering and funding of terrorism offences. 

2.3 The Act applies to all individuals and bodies corporate and sets out the 

maximum fines and terms of imprisonment applicable in relation to breaches thereof.
4
 

                                                 

 

4
 Refer to Appendix D on „Penalties‟ 
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Both the Act
5
 and the Criminal Code

6
 empower the Minister of Finance to issue rules 

and regulations to implement the provisions for the prevention of money laundering 

and funding of terrorism. The Regulations were issued in terms of these powers. 

                                                 

 

5
 Prevention of Money Laundering Act, Article 12 

6
 Criminal Code, Article 697 
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3 The Prevention of Money Laundering and 

Funding of Terrorism Regulations (the 

‘Regulations’)  

3.1  The Regulations as  enacted in 1994 imposed a number of obligations on 

persons carrying out a “relevant financial business”
7
 with the aim of combating 

money laundering. The term “relevant financial business” included business carried 

out by credit institutions, financial institutions, life assurance business, investment 

services business, collective investment schemes and stockbroking. Persons carrying 

out relevant financial business were required to:  

(i) identify their customers and source of funds;  

(ii) maintain records;  

(iii)have adequate internal reporting procedures;  

(iv) provide appropriate training to staff; and  

(v) co-operate with the authorities by reporting suspicious transactions. 

3.2 These Regulations were subsequently amended on 29
th

 August 2000 whereby 

such requirements were extended to a “supervisory authority” to encompass an 

auditor appointed by a company carrying out relevant financial business. Hence, 

under these Regulations, auditors were then required to report any suspicion of money 

laundering identified during the audits of “relevant financial business” only.  

3.3 On the 4
th

 December 2001, Directive 2001/97/EC amended the original EU 

Directive 91/308/EEC on the “Prevention of the use of the financial system for the 

purpose of money laundering”. This Directive was transposed into Maltese law by 

means of Legal Notice 199 of 2003 on 12
th

 August 2003.  The 2003 Regulations, 

apart from retaining the concept of “relevant financial business”, introduced the 

“relevant activity” notion and extended the above-mentioned requirements to the 

latter. These Regulations were further amended by the Prevention of Money 

Laundering (Amendment) Regulations, 2006 by means of Legal Notice 42 of 2006 

which extended the application of the Regulations to the funding of terrorism.  

                                                 

 

7
 Refer to section 4 in the Guidance Notes for a definition of  „relevant financial business‟ 
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3.4 The Third Directive
8
 has repealed the First and Second Directives on the 

prevention of money laundering. This was transposed into Maltese law by Legal 

Notice 180 of 2008.  Like the previous directives, the Third Directive is based on the 

Forty Recommendations (June 2003) and the Nine Special Recommendations issued 

by the Financial Action Task Force (FATF)
9
.  

                                                 

 

8 Directive 2005/60/EC of the European Parliament and of the Council, of 26 October 

2005, on the prevention of the use of the financial system for the purpose of money 

laundering and terrorist financing available at: http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:309:0015:0036:EN:PDF and 

Commission Directive 2006/70/EC, of 1 August 2006, laying down implementing 

measures for Directive 2005/60/EC of the European Parliament and of the Council as 

regards the definition of „politically exposed person‟ and the technical criteria for 

simplified customer due diligence procedures and for exemption on grounds of a 

financial activity conducted on an occasional or very limited basis; available at: 

http://cds.mfcr.cz/cps/rde/xbcr/mfcr/2006-70-OJ-en.pdf 

9
Available at :http://www.fatf-

gafi.org/document/28/0,2340,en_32250379_32236930_33658140_1_1_1_1,00.html#40recs 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:309:0015:0036:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:309:0015:0036:EN:PDF
http://cds.mfcr.cz/cps/rde/xbcr/mfcr/2006-70-OJ-en.pdf
http://www.fatf-gafi.org/document/28/0,2340,en_32250379_32236930_33658140_1_1_1_1,00.html#40recs
http://www.fatf-gafi.org/document/28/0,2340,en_32250379_32236930_33658140_1_1_1_1,00.html#40recs
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4 Terms 

Article 2 of the Act and Regulation 2 of the Regulations provide a list of definitions. 

Some of the more important terms for the proper understanding of these Guidance 

Notes are broadly indicated below: 

applicant for 

business 

means a legal or natural person, whether acting as principal or agent, 

who seeks to form a business relationship, or carry out an occasional 

transaction with a subject person who is acting in the course of either 

relevant financial business or relevant activity. 

beneficial owner means the natural person or persons who ultimately own or control the 

customer and, or the natural person or persons on whose behalf a 

transaction is being conducted, and: 

(a) in the case of a body corporate or a body of persons, the beneficial 

owner includes any natural person or persons who: 

(i) ultimately own or control, whether through direct or indirect 

ownership or control, including, where applicable, through bearer 

share holdings, more than 25% of the shares or voting rights in that 

body corporate or body of persons other than a company that is 

listed on a regulated market which is subject to disclosure 

requirements consistent with Community legislation or equivalent 

international standards; or 

(ii)otherwise exercise control over the management of that body 

corporate or body of persons; and 

(b) in the case of any other legal entity or legal arrangement which 

administers and distributes funds, the beneficial owner includes: 

(i) where the beneficiaries have been determined, a natural person 

who is the beneficiary of at least 25% of the property of the legal 

entity or arrangement; 

(ii) where the beneficiaries have not yet been determined, the class 

of persons in whose main interest the legal entity or arrangement is 

set up or operates; 

(iii)a natural person who controls at least 25% of the property of 

the legal entity or arrangement; and 

(c) in the case of long term insurance business, the beneficial owner 

shall be construed to be the beneficiary under the policy. 
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criminal activity as defined in the Act effectively extends to any activity which under 

any law amounts to a criminal offence whenever or wherever carried 

out. 

occasional 

transaction 

means any transaction other than a transaction carried out in the 

exercise of an established business relationship formed by a person 

acting either in the course of relevant financial business or in the 

course of relevant activity. 

politically exposed 

persons 

means natural persons who are or have been entrusted with prominent 

public functions and shall include their immediate family members or 

persons known to be close associates of such persons, but shall not 

include middle ranking or more junior officials
10

. 

relevant activity means „the activity of the following legal or natural persons when 

acting in the exercise of their professional activities: 

(a) auditors, external accountants and tax advisors, including when 

acting as provided for in paragraph (c); 

(b)  real estate agents; 

(c) notaries and other independent legal professionals when they 

participate, whether by acting on behalf of and for their client in any 

financial or real estate transaction or by assisting in the planning or 

execution of transactions for their clients concerning the: 

(i)    buying and selling of real property or business entities; 

(ii) managing of client money, securities or other assets, unless the 

activity is undertaken under a licence issued under the provisions 

of the Investment Services Act; 

(iii) opening or management of bank, savings or securities 

accounts; 

(iv) organisation of contributions necessary for the creation, 

operation or management of companies; 

(vi) creation, operation or management of trusts, companies or 

similar structures;  

(vii) acting as a trust or company service provider; 

                                                 

 

10
 Reg 2(1) definition of money laundering, and also refer to Section 7.1.4.III of these Guidance Notes 

for more details on PEPs 
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(d) trust and company service providers not already covered under 

paragraphs (a), (c), (e) and (f); 

(e) nominee companies holding a warrant under the Malta Financial 

Services Authority Act and acting in relation to dissolved companies 

registered under the said Act; 

(f) any person providing trustee or any other fiduciary service, whether 

authorised or otherwise, in terms of the Trusts and Trustees Act; 

(g) casino licensee; 

(h) other natural or legal persons trading in goods whenever payment 

is made in cash in an amount equal to fifteen thousand euro (€15,000) 

or more whether the transaction is carried out in a single operation or 

in several operations which appear to be linked; and 

(i) any activity which is associated with an activity falling within 

paragraphs (a) to (h). 

The Regulations also apply where any „relevant activity‟ is undertaken 

or performed through the internet or other electronic means. 

relevant financial 

business 

(a) any business of banking or any business of an electronic money 

institution, carried on by a person or institution who is for the time 

being authorised, or required to be authorised, under the provisions of 

the Banking Act; 

(b) any activity of a financial institution  carried on by a person or 

institution who is for the time being authorised, or required to be 

authorised, under the provisions of the Financial Institutions Act; 

(c) long term insurance  business carried on by a person or institution 

who is for the time being authorised, or required to be authorised, 

under the provisions of the Insurance Business Act or enrolled or 

required to be enrolled under the provisions of the Insurance 

Intermediaries Act, any affiliated insurance business carried on by a 

person in accordance with the Insurance Business (Companies 

Carrying on Business of Affiliated Insurance) Regulations, and any 

business of insurance carried on by a cell company in accordance with 

the provisions of the Companies Act (Cell Companies Carrying on 

Business of Insurance) Regulations;; 

(d) investment services carried on by a person or institution licensed, 

or required to be licensed, under the provisions of the Investment 

Services Act; 
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(e) administration services to collective investment schemes carried on 

by a person or institution recognised, or required to be recognised, 

under the provisions of the Investment Services Act; 

(f) a collective investment scheme marketing its units or shares,  

licensed or recognised, or required to be licensed or recognised,  under 

the provisions of the Investment Services Act; 

(g) any activity other than that of a scheme or a retirement fund, 

carried on in relation to a scheme, by a person or institution registered 

or required to be registered under the provisions of the Special Funds 

(Regulations) Act and for the purpose of this paragraph, “scheme” and 

“retirement fund” shall have the same meaning as is assigned to them 

in the said Act; 

(h) any activity of a regulated market and that of a central securities 

depository authorised or required to be authorised under the provisions 

of the Financial Markets Act; 

(i) any activity under paragraphs (a) to (h) carried out by branches 

established in Malta and whose head offices are located inside or 

outside the Community; 

(j) any activity which is associated with a business falling within 

paragraphs (a) to (i). 

The Regulations also apply where any „relevant financial business‟ as 

defined in this regulation is undertaken or performed through the 

internet or other electronic means. 

reputable 

jurisdiction 

means any country having appropriate legislative measures for the 

prevention of money laundering and the funding of terrorism, taking 

into account that country‟s membership of, or any declaration or 

accreditation by, any international organisation recognised as laying 

down internationally accepted standards for the prevention of money 

laundering and for combating the funding of terrorism, and which 

supervises natural and legal persons subject to such legislative 

measures for compliance therewith. 

subject person means any legal or natural person carrying out either relevant 

financial business or relevant activity. 

trust and company 

service providers 

means any natural or legal person who, by way of business, provides 

any of the following services to third parties: 

(a)  forming companies or other legal persons; 

(b)  acting as or arranging for another person to act as a director or 
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secretary of a company, a partner of a partnership, or a similar position 

in relation to other legal persons; 

(c)  providing a registered office, business address and other related 

services for a company, a partnership or any other legal person or 

arrangement; 

(d)  acting as or arranging for another person to act as a trustee of an 

express trust or a similar legal arrangement; 

(e)  acting as or arranging for another person to act as a nominee 

shareholder for another person other than a company listed on an 

official stock exchange that is subject to disclosure requirements in 

conformity with the Financial Markets Act or subject to equivalent 

international standards. 
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5 What is ‘Money Laundering’? 

5.1 The Act defines „Money Laundering‟ as: 

(i) the conversion or transfer of property knowing or suspecting that such 

property is derived directly or indirectly from, or the proceeds of, criminal 

activity or from an act or acts of participation in criminal activity, for the 

purpose of or purposes of concealing or disguising the origin of the property 

or of assisting any person or persons involved or concerned in criminal 

activity; 

(ii) the concealment or disguise of the true nature, source, location, 

disposition, movement, rights with respect of, in or over, or ownership of 

property, knowing or suspecting that such property is derived directly or 

indirectly from criminal activity or from an act or acts of participation in 

criminal activity; 

(iii) the acquisition, possession or use of property knowing or suspecting that 

the same was derived or originated directly or indirectly from criminal 

activity or from an act or acts of participation in criminal activity; 

(iv) retention without reasonable excuse of property knowing that the same 

was derived or originated directly or indirectly from criminal activity or from 

an act or acts of participation in criminal activity; 

(v) attempting any of the matters or activities defined in the above foregoing 

sub-paragraphs (i), (ii), (iii) and (iv) within the meaning of article 41 of the 

Criminal Code;  

(vi) acting as an accomplice within the meaning of article 42 of the Criminal 

Code in respect of any of the matters or activities defined in the above 

foregoing sub- paragraphs (i), (ii), (iii), (iv) and (v). 

The Regulations determine that acts constituting money laundering need not 

necessarily be committed in Malta, but may also be committed abroad if that act 

‘would constitute such an offence if done in Malta’.
11

  

 

                                                 

 

11
 Refer to Section 8 in the Guidance Notes on „Territorial Jurisdiction‟ 
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5.2  In brief, money laundering is the process by which the proceeds of crime and 

the ownership thereof is changed so that the proceeds appear to come from a 

legitimate source. 

5.3  There are three acknowledged phases of money laundering: 

Placement 

This occurs when cash generated from crime is injected in the financial system. This 

is the point at which the proceeds of crime are most apparent and easily detectible.  

Layering 

After the proceeds of crime have been placed into the financial system, layering 

occurs whereby the money passes through a series of complex transactions in order to 

obscure its origin. These transactions often involve different entities, such as 

companies and trusts and can take place in multiple jurisdictions. Although detection 

of crime can be more difficult at this stage, this is where IFSP members are at greater 

risk of being targeted.  

Integration 

Once the origin of the funds has been obscured, the funds can reappear as legitimate 

funds or assets. At this stage the criminals will invest funds in legitimate businesses or 

other forms of investment. IFSP members‟ services will often be used in this process, 

for example in the acquiring of a company or the setting up of entities or 

arrangements.   
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6 What is ‘Terrorism’? 

6.1  The prevention of funding of terrorism is different from the prevention of 

money laundering. For terrorists, the acquisition of funds is not an end in itself but a 

means of committing an act of terrorism. Money laundering usually involves much 

greater sums than funding of terrorism and it is the laundering of funds that is the 

ultimate goal since it allows free use of the proceeds of crime. With regards to money 

laundering, an investigation into a suspicious transaction may well provide a trail to 

the criminal, but in the fight against terrorist funding this may not be possible as funds 

may actually come from legal sources. 

6.2  As stated in section 1.3, the Regulations refer to the Criminal Code for a 

definition of „act of terrorism‟
12

.  

“act of terrorism”  means any act listed in subarticle (2), committed wilfully, which 

may seriously damage a country or an international organization where committed 

with the aim of: 

(a) seriously intimidating a population, or 

(b) unduly compelling a Government or international organization to perform or 

abstain from performing any act, or 

(c) seriously destabilizing or destroying the fundamental political, constitutional, 

economic or social structures of a country or an international organization. 

Subarticle (2) lists the „acts‟ to which reference is made above: 

(a) taking away the life or liberty of a person; 

(b) endangering the life of a person by bodily harm; 

(c) bodily harm; 

(d) causing extensive destruction to a state or government facility, a public 

transportation system, an infrastructure facility, including an information system, 

a fixed platform located on the continental shelf, a public place or private property 

likely to endanger the life or to cause serious injury to the property of any other 

person or to result in serious economic loss; 

(e) seizure of aircraft, ships or other means of public or goods transport; 

(f) manufacture, possession, acquisition, transport, supply or use of weapons, 

explosives or of nuclear, biological or chemical weapons; 

                                                 

 

12
 Criminal Code, Article 328 A(1)&(2) 
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(g) research into or development of biological and chemical weapons; 

(h) release of dangerous substances, or causing fires, floods or explosions 

endangering the life of any person; 

(i) interfering with or disrupting the supply of water, power or any other fundamental 

natural resource endangering the life of any person; 

(j) threatening to commit any of the acts in paragraphs (a) to (i). 

6.3 „Funding of terrorism'
13

 is then described as follows: 

Funding of terrorism takes place when a person receives, provides or invites another 

person to provide, money or other property intending it to be used, or which he has 

reasonable cause to suspect that it may be used, for the purposes of terrorism. 

The use of money or other property for the purpose of terrorism is a crime. However, 

the law does not only consider the actual use to be a crime but is wide enough to also 

include possession with intent or suspicion, ie possetion of such money or property 

intending it to be used, or having reasonable cause to suspect that it may be used, for 

the purposes of terrorism. 

6.4  "Terrorist property"
14

 is defined as: 

(a) money or other property which is likely to be used for the purposes of terrorism, 

including any resources of a terrorist group (this includes a reference to any 

money or other property which is applied or made available, or is to be applied or 

made available, for use by the group)
15

; 

(b) proceeds of the commission of acts of terrorism; and 

(c) proceeds of acts carried out for the purposes of terrorism. 

Proceeds of an act
16

 includes a reference to any property which wholly or partly, and 

directly or indirectly, represents the proceeds of the act (including payments or other 

rewards in connection with its commission). 

6.5  It is likewise a crime for a person to enter into or become concerned in an 

arrangement as a result of which money or other property is made available or is to be 

                                                 

 

13
 Criminal Code, Article 328F(1) 

14
 Ibid., Article 328E(1) 

15
 Ibid., Article 328E(2)(b) 

16
 Ibid., Article 328E(2)(a) 
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made available to another, and that person knows or has reasonable cause to suspect 

that the money or other property will or may be used for the purposes of terrorism.
17

 

6.6 Finally, the Criminal Code establishes as a crime the entering into or 

becoming concerned in an arrangement which facilitates the retention or control by or 

on behalf of another person of terrorist property:- 

by concealment, 

by removal from the jurisdiction, 

by transfer to nominees, or 

in any other way 

It should however be noted that it is a defence for the person charged to prove that he 

did not know and had no reasonable cause to suspect that the arrangement related to 

terrorist property.
18

 

 

                                                 

 

17
 Ibid. Article 328H 

18
 Ibid., Article 328I 
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7 IFSP Members’ Duties 

In accordance with the Regulations, Subject Persons shall not form a business 

relationship or carry out an occasional transaction with an applicant for business
19

, 

unless that subject person:  

(a) maintains measures and procedures in relation to customer due 

diligence, record keeping and internal reporting and also applies such 

measures and procedures including when entering into or undertaking 

non-face to face relationships or transactions; 

(b) establishes policies and procedures on internal control, risk assessment, 

risk management, compliance management and communications that are 

adequate and appropriate to prevent the carrying out of operations that 

may be related to money laundering or the funding of terrorism; 

(c) provides from time to time training to employees,
20

 including the 

provision of training on the recognition and handling of transactions that 

appear to be connected with money laundering or funding of terrorism 

and takes measures to make employees aware of the legal framework 

and the firm‟s internal policies and procedures; 

(d) designates a Money Laundering Reporting Officer (MLRO) and has 

external reporting procedures in place; 

(e) carries out due diligence when hiring employees
21

. 

Non compliance with the obligations mentioned above is a criminal offence and could 

lead to Subject Persons being penalised harshly on conviction.
22

 It is, however, a 

                                                 

 

19
 For a definition of „applicant for business‟, refer to section 4 of the Guidance Notes 

20
 For the purposes of procedures (c) and (e) the term “employee” shall mean those employees whose 

duties include handling of either relevant financial business or relevant activity [Regulation 4(3)] 

21
 By way of guidance, obtaining a clean Police Conduct Certificate from the new hire would, under 

normal circumstances, be sufficient for the purposes of this legal requirement. 

22
 Refer to Appendix D: penalty for non-compliance with the requirements of  the Regulations 
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defence for a subject person to show that he took all reasonable steps and exercise[d] 

all due diligence to avoid the commission of the offence
23

.  

Where this offence is committed by a body or association of persons, every person 

who at the time of the commission of the offence was a director, manager, secretary 

or other similar officer shall be guilty of the offence. Punishment will also be 

extended to those who, though not officers, were purporting to act in such capacity 

during the commission of the offence
24

. These persons will however not be guilty if 

the offence was committed without their knowledge or if they exercised all due 

diligence to prevent the commission of the offence.  

Where the offence is committed by a body or other association of persons, be it 

corporate or unincorporate, or by a person within and for the benefit of that body or 

other association of persons consequent to the lack of supervision or control that 

should have been exercised on him by a director, manager, secretary or other similar 

officer of such body or association, such body or association shall be liable to an 

administrative penalty
25

.  

Attention is drawn to the obligation in terms of Article 5 of the Act for IFSP members 

to observe freezing orders made in relation to client assets over which they may have 

control. Notification of freezing orders is published in the Government Gazette, and 

IFSP members are guided to regularly refer to the Government Gazette in order to 

keep themselves informed of any such freezing orders that may be issued. However, 

members are to bear in mind that freezing orders become operative immediately they 

are made by the court and there may therefore be a delay between the time of 

issuance/operation of the relevant freezing order by the Court, and its publication in 

the Government Gazette (which is generally published twice weekly). During this 

delay, members are still bound to observe the freezing order. Non-adherence to 

freezing orders is punishable through the imposition of a fine (multa) and/or 

imprisonment in accordance with Article 6 of the Act
26

. 

Members may wish to note that since April 2010, the FIAU is uploading such 

freezing orders on its website. Since in accordance with Article 5(2) of the Act, the 

court orders become operative and binding on all third parties immediately when they 

                                                 

 

23
 Regulation 4(7) 

24
 Regulation 5 (1)  

25
 Regulation 5 (2)  

26
 Refer to Appendix D – Penalties for details 
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are made, freezing orders are only being made available on the FIAU website for ease 

of reference and third parties who may be holding moneys and other movable 

property due or pertaining or belonging to the accused are still required to monitor the 

Government Gazette on an ongoing basis for the purpose of complying with the court 

orders.  In accordance with the Regulations, in determining whether IFSP members 

who are Subject Persons in terms of the Regulations have complied with such 

requirements, the Court shall take these Guidance Notes, as well as any other existing 

guidance into consideration
27

. 

 

General issues 

(i) It is suggested that IFSP members make use of a checklist
28

 to ensure compliance 

with the requirements of identification and verification. Names of business 

applicants can be checked against the lists of wanted criminals in the country in 

which potential clients claim to be resident, and Interpol
29

 could also be sourced 

for information. To this end, IFSP members are also encouraged to perform an 

internet search and to use databases such as World Check
30

. 

(ii) Use should also be made of the Electronic-Consolidated Targeted Financial 

Sanctions List (e-CTFSL) provided on the MFSA website under the heading of 

„Sanctions Implementation‟
31

. This database offers a consolidated list containing 

the names and identification details of all persons, groups and entities targeted by 

financial restrictions.
32

 The database constitutes an important tool in the fight 

                                                 

 

27
 Regulation 4(6) 

28
 Refer to Appendix C for guidance 

29
 www.interpol.int  

30
 Contact World-Check directly or the IFSP for use of this service. 

31
 http://www.mfsa.com.mt; http://ec.europa.eu/external_relations/cfsp/sanctions/list/consol-list.htm; 

http://www.ustreas.gov/offices/enforcement/ofac/sdn/ 

32
 It is devoted specifically to restrictive measures or sanctions imposed in the framework of the 

European Union's Common Foreign and Security Policy (CFSP) and enables banks and other 

businesses to rationalise the several existing sanctions and restrictive measures and thereby to assist 

them in implementing the EU‟s financial sanctions, rendering the freezing of bank accounts and other 

funds and assets more effective. 

http://www.interpol.int/
http://www.mfsa.com.mt/
http://ec.europa.eu/external_relations/cfsp/sanctions/list/consol-list.htm
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against international terrorism and it‟s financing in line with UN Security Council 

Resolutions. 

(iii)The Regulations require that beyond client acceptance stage, where doubts have 

arisen or changes have occurred in the circumstances surrounding the established 

business relationship, CDD is to be repeated.
33

 

(iv) When obtaining personal information on an applicant for business, IFSP 

members should keep in mind their obligations under the Data Protection Act to 

seek information that is only needed for the declared purpose and not to retain 

personal information longer than is necessary under general Maltese legislation.   

 

7.1 Customer due diligence (CDD) including identification and 

verification3344 

The Regulations impose upon Subject Persons the duty to carry out CDD procedures 

in relation to applicants for business and beneficial owners where applicable.  

Identification and verification only represent a small part of CDD. CDD includes: 

(i) enquiring on the customer background, country of origin, business 

activities 

(ii) identifying politically exposed persons (PEPs) 

(iii) implementing a customer acceptance policy  

(iv) conducting on-going monitoring of clients and their transactions35  

(v) obtaining information on the purpose and intended nature of the business 

relationship. 

Below is an analysis of the identification process that is required, including: 

(i) who is to be identified;  

(ii) when identification is to be performed; and  

                                                 

 

33
 Regulation 7 (7) 

34
 Regulation 7 to Regulation 11 

35
 Regulation 7- refer to Section 7.1.3 of the Guidance Notes  



IFSP Guidance Notes on the Prevention of Money Laundering and the Funding of Terrorism 

Second Edition 

27 

 

(iii) what evidence of identity should be obtained in both face-to-face and 

non face-to-face transactions. 

 

 

7.1.1  Identification 

7.1.1.i  Identification of an applicant for business – standard due diligence 

(i) Who is the ‘applicant for business’
36

? 

At the outset it is important to distinguish between the „applicant for business‟ and the 

„customer‟ or „client‟. A practical distinction is that between the former who can be 

turned away before a business relationship is formed, and the latter cases where the 

terms imply the stages following acceptance of a service provider-client relationship. 

Although IFSP members may have felt it easier to determine who their „client‟ is, the 

Regulations specifically require that the duty of identification and verification of 

identity be performed on an „applicant for business‟. Therefore, such an obligation 

exists even in respect of persons with whom the IFSP member does not have a 

business relationship, and in these cases carrying out CDD measures may prove to be 

more difficult. 

IFSP members must therefore decide, in any proposed relationship, which individual 

or entity meets the definition of „applicant for business‟ under the Regulations, and 

whose identity must be verified.  

(ii) When should CDD be carried out? 

CDD measures are to be carried out when contact with the applicant for business is 

first made in the following circumstances – either at the start of a business 

relationship, or prior to the execution of a single large transaction or series of smaller 

transactions amounting to or exceeding €15,000, or when there is a suspicion of 

money laundering or terrorist financing.  For the sake of clarity, Regulation 7(5)
37

 

states that in order to conform with the provisions of the Regulations full CDD 

measures are to be carried out when contact is first made in the following instances
38

:  

                                                 

 

36
 Identification is also required of the beneficial owner where applicable. This requirement is dealt 

with further on in this section. 

37
 Without prejudice to Regulation 8 

38
 Ibid 
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NEGOTIATIONS: any case where negotiations take place between the parties with 

a view to the formation of a business relationship between them; 

SUSPICION: any case where, regardless of any exemption or threshold, in respect of 

any transaction, any person handling the transaction knows or suspects that the 

applicant for business may have been, is, or may be engaged in money laundering or 

the funding of terrorism, or that the transaction is carried out on behalf of another 

person who may have been, is, or may be engaged in money laundering or the funding 

of terrorism; 

SINGLE LARGE TRANSACTION: any case where, in respect of any transaction, 

payment is to be made by or to the applicant for business of the amount of €15,000 or 

more, and, where an occasional transaction involves a money transfer or remittance in 

accordance with regulation 7(11), the payment amount is €1,000 or more; 

LARGE SERIES OF SMALLER TRANSACTIONS – where in respect of two or 

more transactions:- 

(a) it appears at the outset to a person dealing with any of the transactions that –  

(i) the transactions are carried out by the same person and are of a similar 

character, and 

(ii) the total amount, in respect of all of the transactions, which is payable by 

or to the applicant for business is €15,000 or more; or 

(b) at any later stage it appears to such a person that the provisions in (a) are satisfied. 

Notwithstanding the fact that Regulation 7(5) makes reference to CDD measures 

which would include verification
39

,  it appears to be unlikely that, in practice, one 

would be able to go much beyond identification during introductory and preliminary 

contacts. Regulation 8 then addresses the issue of when the IFSP member is required 

to verify the identity of an applicant for business. 

Verification of identity in terms of Regulation 8 should ideally be carried out before 

the establishment of a business relationship or the carrying out of an occasional 

transaction
40

, but it is permissible to be completed during the establishment of a 

business relationship if: 

(i) this is necessary not to interrupt the normal conduct of business; and 

                                                 

 

39
 Regulation 7(5) - without prejudice to Regulation 8 

40
 Regulation 8(1) 
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(ii) there is a low risk of money laundering or terrorist financing; and 

(iii)provided that verification is completed as soon as is reasonably practicable 

after initial contact. 

In determining what is “necessary”, IFSP members should take into account whether 

delay would render it impossible to provide the service requested. In determining 

what “normal conduct of business” means, IFSP members are urged to look at 

prevailing practice within the sector they operate in.  

The Regulations do not define what is meant by “reasonably practicable” which 

means there is no one point in time at which verification of identity is required to be 

completed. This leaves the IFSP member with some discretion as to when verification 

procedures are to be completed. IFSP members are advised to have procedures in 

place to ensure that there is a follow up on missing documentation until all 

verification documentation has been received. 

The following is a practical example of when CDD is delayed and such delay is 

accepted as being “necessary to the continued normal conduct of business”.  

It is normal in the context of a collective investment scheme  for the fund 

administrator, fund manager or the fund itself in case of a self promoted fund, to carry 

out verification of the identity of a new investor after his/her application has been 

received and the units issued. However, in such a case, redemption or transfer of the 

said units is not allowed, nor may any distributions be made before the verification 

process is completed.  

Delay in carrying out verification would be necessary since the issuance of units is 

time critical, and a delay may prejudice the economic rationale for the transaction.  

Similar instances of necessary delays can also be envisaged in some company 

formation situations where the shareholders or other parties are non-Maltese residents 

and in other scenarios where the normal course of business dictates the necessity of 

tight timing, and provided that the other condition of a low risk of money laundering 

or funding of terrorism is satisfied. 
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For further examples, members may also refer to the IOSCO Guidelines and to the 

FATF 40 Recommendations which also make reference to face-to-face business, and 

to the IOSCO Guidelines.
41

 

When an IFSP member is unable to comply with the procedures to identify, verify 

identity and obtain information on the applicant for business and the beneficial owner 

where applicable, and to obtain information on the purpose and intended nature of the 

business relationship as per paragraphs (a), (b) and (c) of Regulation 7(1), that IFSP 

member‟s CDD procedures shall require that in such instances the business 

relationship is either not entered into or is terminated, or the occasional transaction is 

not carried out. Simultaneously IFSP members should consider making a STR to the 

FIAU
42

.  The Regulations provide that, where to refrain in such manner is impossible 

or is likely to frustrate efforts to investigate suspected money laundering or the 

funding of terrorism operation that business shall proceed on condition that a 

disclosure is immediately lodged with the FIAU.  

When during the course of an established business relationship an IFSP member has 

doubts as to the veracity or adequacy of previously obtained customer identification 

information, or changes have occurred in the circumstances surrounding that 

established business relationship, then the CDD measures shall be repeated in 

accordance with the Regulations.
43

  

(iii) What evidence of identity should be obtained? 

The Regulations permit Subject Persons to implement a risk-based approach in the 

application of customer due diligence measures. This principle emanates from 

Regulation 7(8) which states that subject persons may determine the extent of the 

application of customer due diligence requirements on a risk-sensitive basis, 

depending on the type of customer, business relationship, product or transaction. 

Additionally, Regulation 4(c) requires amongst other things, that all Subject Persons 

must have appropriate policies and procedures for assessment and management of the 

                                                 

 

41
 FATF Standards, 20 June 2003, updated 2 October 2004, Interpretative Notes, par. 6 pg. 20, and 

IOSCO Guidelines: Anti-Money Laundering Guidance for Collective Investment Schemes (October 

2005) and the Principles on Client Identification and Beneficial Ownership for the Securities Industry 

 

42
 Refer to section 7.3 of the Guidance Notes 

43
 Regulation 7(7) 
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risk of the Subject Person being used for money laundering and financing of 

terrorism. These procedures enable Subject Persons to apply CDD measures on a risk-

sensitive basis.  

IFSP Members can decide for themselves on the model
44

 to be used to carry out their 

risk assessment, which model may be simple or sophisticated depending on the nature 

of their activity and range of services, their customer base and their geographical area 

of operation. In essence, the model adopted should be commensurate with the size and 

nature of their business.  A risk based approach, therefore, need not involve a 

complex set of procedures to put it into effect, provided that the procedures in place 

are based on a set of objective criteria. The particular circumstances of the Subject 

Person will determine the most appropriate approach. In those cases where the 

Subject Person‟s business is simple
45

, a simple approach, based on the risk which the 

firm‟s products are assessed to present, may be appropriate. On the other hand where 

the Subject Person‟s business is complex the implementation of more detailed risk 

assessment and risk management procedures may be required. 

The implementation of a fully fledged risk based approach is an exercise which 

requires a fair amount of effort and resources and involves determining risk 

categories, the building of matrices and the classification of applicants for business in 

terms of those matrices. Senior management engagement and commitment is needed 

to produce and embed a successful fully fledged risk based model and it also needs 

effective communication to all staff members who need to use it. Developing and 

applying a fully fledged risk based model is an exercise which should not be taken 

lightly and IFSP Members who are required to adopt such model are advised to refer 

                                                 

 

44
 The term “model” when used in this paragraph should in no way be construed to mean that a 

sophisticated approach, such as the building of a matrix, is necessary in all circumstances. At times, 

where the size and nature of the business so warrant, a simple procedure commensurate to that 

business, capable of as a minimum,  enabling the identification of higher risk customers, would suffice.  

45
 Although it is not possible to define categorically what would constitute a “simple” business, the 

JMLSG provides the following interpretation: “The business of many firms, their product and customer 

base, can be relatively simple, involving few products, with most customers falling into similar 

categories”. Members may therefore use this pronouncement to be guided accordingly.  
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to FATF guidance regarding the Risk Based Approach as it applies to different 

sectors
46

.  

It should be noted that in accordance with Regulation 7(8) Subject Persons should be 

able to demonstrate to the FIAU that the extent of the application on a risk-sensitive 

basis is appropriate in view of the risks of money laundering and the funding of 

terrorism. 

All IFSP Members are expected to have a defined standard set of procedures and 

documentary requirements which would apply when, following the risk assessment, a 

customer is considered to fall within the “norm”. This category of customers would 

not include those customers qualifying for the application of simplified due diligence 

measures in accordance with Regulation 10 and those customers in respect of whom 

the application of enhanced customer due diligence is required in accordance with 

Regulation 11. In the case of customers who qualify for simplified due diligence or in 

respect of whom enhanced due diligence is required, the measures mentioned in the 

Regulations should apply. 

On the other hand, in respect of customers falling within the “norm”, IFSP Members 

may vary the application of the standard procedures, especially with regards to the 

type of documentation required from the customer, as long as such procedures do not 

fall below the minimum required by Regulation 7(1). This should only take place in 

those situations, where following a risk assessment, members determine that a 

customer, product or related transaction represents a low risk of money laundering or 

funding of terrorism. 

Such situations may include cases where: 

• the ultimate owner of the applicant for business is a regulated entity in 

Malta, EU/EEA member state or a reputable jurisdiction and carrying out 
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relevant financial business, members may decide to forgo verifying the 

identity of that regulated entity.
47

  

• the applicant for business is a fund and the founder shares are owned by a 

fund manager or other regulated entity licensed in a reputable jurisdiction, 

then the IFSP member may decide to forego verifying the identity of the 

regulated entity other than to undergo the necessary checks that the entity 

is appropriately licensed in that jurisdiction. 

It is to be emphasised that variations of the standard procedures are to be based on a 

risk assessment, where the overall risk is assessed to be low. IFSP members are 

advised to document in their procedures examples of those instances which, based on 

their risk assessment, warrant a variation in due  diligence procedures.  

Whatever the type of risk assessment being carried out by the member, whether 

simplified or complex, it is recommended that members record in written or electronic 

form evidence of the fact that a risk assessment has been carried out, the conclusions 

drawn therefrom, and any decision to deviate from the standard procedures. 

Documentation required 

The Regulations
48

 stipulate that identification procedures shall require the 

identification and verification of the applicant for business and beneficial owner 

where applicable on the basis of documents, data or information obtained from a 

reliable and independent source
49

. 

At the outset a distinction should be made between the requirement of „identification‟ 

and that of „verification‟. While identification refers to the obtaining of a range of 

information from and regarding the applicant for business and/or beneficial owner, if 

applicable, „verification‟ consists of the subject person verifying some of this 

information (as listed on the following page) through the use of reliable, independent 

sources of documents, data or information. 

                                                 

 

47
 This is an extension of the application of Art. 10(1)(a) of the Regulations 

48
 Regulation 7(1) 

49
 Regulation 7(1)(a) and (b) 
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It is advisable that verification of identity be evidenced by a written statement 

containing the following words:  

“I confirm that this document is a true copy of the original document and the photo is 

a true likeness of   _______________<insert name of client>, seen and verified by 

me.” 

and signed to that effect. Such statement should also be dated. 

How much identity information or evidence to ask for, and what to verify in order to 

be reasonably satisfied of a customer‟s identity is up to the subject person
50

. This 

discretion should be exercised on the basis of the perceived risk involved (vide 

discussion on determination of the level of risk, above).  

Evidence of identity can be in documentary form or electronic form. However, 

documents bearing a signature or photograph should be obtained in original hard 

copy. If authenticated copies are obtained in lieu of the original, then it is the 

authentication signature that should be in original hard copy.  

These Guidance Notes consider evidence of identity to be satisfactory if the following 

data/documentation is obtained. 

 

(iii)(a) Where the ‘applicant for business’ is a natural person who is a Maltese 

resident or non-resident  

(a) the official full name,  

(b) permanent residential address,  

(c) identity reference number and  

(d) date of birth  

The above are to be verified and positively established by reference to an original 

unexpired government-issued identification document evidencing nationality or 

residence and bearing a photograph, such as a valid identity card, or, if this is 

unavailable, a valid photocard driving licence or a valid passport.
51

 These latter 

documents should be supported by a second document indicating the residential 

                                                 

 

50
 An applicant for business who makes a false declaration or a false representation or who produces 

false documentation shall be guilty of an offence - Regulation 7(10).  Refer to Appendix D dealing 

with Penalties. 

51
 Refer to Appendix E for passport-check procedure 
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address, such as a recent
52

 utility bill or an equivalent document which should be 

government-issued or issued by a judicial authority, a public sector body or authority 

or another regulated entity in the financial services sector. 

If such documents are in a foreign language that is not easily understood by the IFSP 

member, appropriate steps should be taken to provide reasonable satisfaction that the 

documents do in fact identify the applicant for business. These Guidance Notes 

suggest that a translation of the document be obtained with a statement indicating a 

dated and signed, certified true translation. 

In the case where an IFSP member has visited the applicant for business at his home 

address, especially where the applicant is a Maltese resident, this should be recorded 

and filed as evidence corroborating that the individual lives at that address.  

In all cases, attention must be given to avoid being misled by forged documents! 

(iii)(b) Where the ‘applicant for business’ is a legal person (company, commercial 

partnership, etc.)  

(a) current documents such as the Memorandum and Articles of Association, a 

Certificate of Incorporation or Registration and/or, a Certificate of Good Standing, 

capable of establishing the identity of the entity itself, its business activities, its 

permanent address, its current directors and shareholders; 

(b) documentation verifying the identity of all principal directors
53

; 

(c) documentation identifying persons vested with the entity‟s representation and 

administration in the cases where there are no directors; 

(d) verification of the identity of all the beneficial owners by the taking of reasonable 

measures to verify their identity; 

(e) when the entity is part of a larger group, a structure of the whole group shall be 

obtained in order to assist IFSP members in obtaining evidence of identity of the 

beneficial owners.  

The evidence mentioned above, should, as far as possible, be obtained directly by the 

IFSP member from an official source. When this is not possible or practicable, the 

IFSP member should request from the applicant for business, originals issued by or 
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 3-6 months old 

53
 From the Regulations it could appear that what is required is the identification of directors - however 

it is best practice to also verify the identity of the principal directors.  Therefore documents which help 

to verify the identity of the principal directors are to be produced. 
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copies certified and issued by a foreign competent authority equivalent to our Registry 

of Companies. Alternatively, reliance can be placed on true copies of the original 

which can be certified by a notary public, lawyer or other professional or even a 

reputable bank procured by the applicant for business. If the evidence is in a language 

unknown to the IFSP members, a translated, dated, signed and certified version 

should be obtained.  

(iii)(c) Where a person is acting on behalf of another 

Where an applicant for business is, or appears to be, acting otherwise than as 

principal,
54

 identification as well as the verification of such identity is to be 

performed on both the principal and the applicant for business in the same way as 

determined above. Where the principal is a body corporate, a body of persons, trust or 

any other form of legal entity or arrangement, Subject Persons shall, in addition to 

verifying the legal status of the principal, identify all directors and, where such 

principal does not have directors, all such other persons vested with its administration 

and representation, and shall also establish the ownership and control structure
55

. 

Moreover, the Regulations determine that the applicant for business should be duly 

authorised in writing by the principal.
56

 

Where the principal is a body corporate or a body of persons, the IFSP member shall 

not undertake any business with or provide any service to the applicant for business 

unless that applicant for business discloses the identity of his principal and the 

beneficial owners of the principal and produces the relevant authenticated 

identification documentation, and such disclosure procedures shall also apply where 

there are changes in beneficial ownership, or principal. It is advisable that IFSP 

members obtain as part of their customer acceptance procedures, an undertaking from 

the applicant for business that they shall immediately make such disclosure to the 

IFSP member when there are changes in the beneficial owner or the principal.  

(iii)(d) Trusts and Fiduciary Agreements  

IFSP members need to keep in mind the possibility of abuse of trust arrangements for 

the laundering of money by those involved. The basic principle is that the identity of 

all the main parties – the settlor, the trustees and, where appropriate, the beneficial 
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owners – must be known to the IFSP member who is subject to the Regulations and 

therefore obliged to undertake full CDD measures. 

FATF recommends that what is required is “the identification and verification of the 

„customer‟ and the „beneficial owner‟ including adequate, accurate and timely 

information on express trusts, including information on the settlor, trustee and 

beneficiaries.”
57

 

Moreover, FATF suggests that “reasonable measures to understand the ownership and 

control structure of the customer” should be taken.
58

 

In order to understand better who should be identified and which identification is to 

be verified, it is opportune to consider the following two scenarios: 

- The “applicant for business” at the creation of a trust 

At this stage, the “applicant for business” is the settlor or any other person acting on 

his behalf,
59

 and the IFSP member will be either (a) the trustee or (b) the person 

advising the settlor on the establishment of the trust.  

IFSP members would therefore be required to identify and verify the identity of the 

settlor. 

However, in cases where the trust is created under a declaration of trust with funds 

provided by a corporate entity, the settlor may not be readily apparent. In such 

circumstances, it will be necessary to determine the identity of the person who in 

real or economic terms has provided the assets of the trust, and to verify the 

identity of that person. Such identification should be carried out in accordance with 

the normal identification procedures, as laid out in Regulation 7.  

- The “applicant for business” after the creation of the trust 

In this scenario, it is the Trustee
60

 or the person acting on his behalf
61

 who would be 

the „applicant for business‟. Good practice suggests that details of the particular trust 

should be obtained in relevant cases rather than simply relying on the identity of the 
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 FATF Forty Recommendations; Recommendation 34 

58
 Ibid. Recommendation 5 (d). 

59
 Refer to section 7.1.1.I(iii)(c) of the Guidance Notes 

60
 This is dealt with in the Regulations as „dealing on account of another‟. 

61
 Refer to section 7.1.1.I(iii)(c) of the Guidance Notes 
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trustee as such. It is therefore suggested that one should establish not simply who the 

trustees are, but also determine which particular trust they are acting for.  

The Regulations require that in the case of any entity or legal arrangements the 

beneficial owner is identified and verified.  

The Regulations
62

 state that in the case of trusts, the beneficial owner shall at least 

include: 

 where the beneficiaries have been determined, a natural person who is the 

beneficiary of at least 25% of the property of the legal entity or arrangement; 

 where the beneficiaries have not yet been determined, the class of persons in 

whose main interest the legal entity or arrangement is set up or operates; 

 a natural person who controls at least 25% of the property of the legal  entity or 

arrangement. 

It is important to identify the persons who actually exercise the trust powers under 

the trust instrument. In a simple trust, control will rest with the trustees and therefore 

no additional checks or control will be needed beyond the identification and 

verification of the trustees and the trust settler as the case may be. Identification of 

beneficiaries will however still be necessary. 

In more complex trust arrangements, protectors may also have joint powers with the 

trustees or they may exercise certain powers exclusively. A protector is a watchdog 

usually possessing specific functions or powers under a trust, for example:  

 appointing or removing trustees;  

 giving or refusing consent to the exercise of trustees‟ powers (e.g. capital 

distributions, changing governing law or adding/ excluding beneficiaries); 

 deciding whether circumstances (specified in the trust deed) have triggered an 

automatic change of trustee. 

There is a need to identify protectors and verify their identity if the relative trust deed 

allows them to exercise controlling powers.  
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In brief, under this scenario, IFSP members would therefore be generally required to 

carry out identification and verification procedures on the following persons: 

 the Trustee 

 the beneficial owners (as defined in the Regulations) 

 the protector/s (if applicable) 

In order to comply with the requirement to define the beneficial owner established in 

Regulation 2 (1) and to understand the control structures of the trust, it is important to 

view the trust deed. The IFSP recommends that where possible, full CDD procedures 

of beneficiaries of 25% or more of the property of a legal arrangement or entity be 

carried out at the commencement of the relationship. Where the nature of the trust 

arrangement is such (for example a discretionary trust)  that CDD measures in respect 

of beneficiaries cannot be carried out at the commencement of the relationship, full 

CDD procedures may be completed at any point in time during the existence of the 

trust, but certainly before time of payout. Furthermore, identification and verification 

should be repeated whenever a change in beneficiaries occurs. Where obtaining a 

copy of the full trust deed is not viable, it is recommended that IFSP members seek to 

obtain an authenticated relevant extract of the trust deed which extract would 

usually list the beneficiaries who are benefiting or about to benefit, and the persons 

having control powers. 

There may be circumstances in which a greater level of verification is demanded by 

good professional practice and this may require more extensive due diligence at the 

outset. This may be required for example where the money laundering risk or funding 

of terrorism is considered high even if a distribution is not an immediate prospect: for 

example, if the settlor or a beneficiary is from a non-reputable jurisdiction.  

(iii)(e) Identification in the cases of collective investment schemes 

In terms of Regulation 10, where the applicant for business is a collective investment 

scheme licensed under the provisions of the Investment Services Act then IFSP 

members may apply simplified due diligence procedures
63

.  

Regulation 10 further extends the exemption to funds which are licensed in other 

jurisdictions which are reputable and which are therefore expected to have equivalent 

anti-money laundering provisions.  
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Funds are typically structured such that there are two classes of shares, founder shares 

and investor shares. It is typical for the founder shares to be voting shares whereas the 

investor shares are typically non-voting, and held by a large number of investors such 

that it is highly unlikely that any one investor would hold more than 25% of these 

shares.  

In those infrequent circumstances where the fund would be required to be identified 

and verified, it is first necessary to establish the structure of the fund, before deciding 

on the identification and verification procedures which are necessary.  

In this scenario, the IFSP member must identify and verify the founder shareholders 

having the controlling interest in the fund, as well as the directors of the fund. Where 

the founder shareholders are either a fund manager or credit institution licensed in a 

reputable jurisdiction, then the IFSP member would not be required to carry out 

additional procedures other than carrying out the necessary checks to ensure that the 

entity is appropriately licensed in that jurisdiction. Identification and verification of 

the directors would however still be required. It is to be noted that the IFSP member 

may place reliance on the fund manager, in accordance with the reliance procedures 

included in Regulation 12.
64

 

(iii)(f) Non face-to-face transactions
65

 

Many IFSP members deal with clients remotely, especially where international clients 

are involved. IFSP members are therefore encouraged to take account of the greater 

potential for money laundering or terrorist financing which may arise when the client 

is not physically present when being identified.  

Where communication between the two parties is over the phone, over the internet, by 

post, fax or any other non-face-to-face means, the IFSP member needs to assess the 

possibility that the client is deliberately avoiding face-to-face contact. This means of 

communication could thus imply a higher risk than the traditional methods of dealing 

with clients. In evaluating this risk, the IFSP member would need to consider the ease 

of access to the facility being used, the risk of detection, the absence of physical 

documents and the speed of electronic transaction. 
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At the outset it is important to establish that in non face to face transactions, the 

standard CDD including identification and verification procedures as specified in 

(iii)(a) – (e)  above are also required.  

However Regulation 11 requires members to apply one or more of the following 

additional matters to compensate for the higher risk where the applicant for business 

has not been physically present for identification purposes: 

 establish the identity of the applicant for business using additional 

documentation and information; 

 verify or certify the documentation supplied using supplementary measures; 

 require confirmation of the documentation certified by a person carrying out 

the services of:  

o a credit institution; 

o financial institution; 

o long term insurance business and authorised under the IBA or the IIA; 

o affiliated insurance business in accordance with the Insurance Business 

(Companies Carrying on Business of Affiliated Insurance) 

Regulations; 

o insurance business carried on by a cell company in accordance with the 

provisions of the Companies Act (Cell Companies Carrying on 

Business of Insurance) Regulations; 

o licensed investment services ; 

o administration services to collective investment schemes carried on by 

a person or institution recognised or required to be recognised under 

the provisions of the Investment Services Act; 

o collective investment schemes which market their own units and which 

are required to be licensed or recognised under the provisions of the 

Investment Services Act 

o activities carried out by a person or institution registered under the 

provisions of the Special Funds (Regulation) Act; and  

o any branches carrying out the above activities, whose head offices are 

inside or outside the Community. 

 ensure that the first payment or transaction into the account is carried out 

through an account held by the applicant for business in his name with a credit 
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institution authorised under the Banking Act or otherwise so authorised in 

another Member State of the Community or in a reputable jurisdiction. 

 

7.1.1.ii     Identification of source of funds 

The obligation to obtain information on the source of wealth or the origin of 

transaction funds at the commencement of the business relationship does not emerge 

clearly from the law. However, in carrying out CDD procedures, IFSP members are 

expected to obtain an understanding of the source of wealth of their applicant for 

business. 

IFSP members may obtain comfort from the fact that the funds will pass through a 

Maltese or EU regulated credit institution, or one from a reputable jurisdiction
66

 (IFSP 

members are required to carry out their own assessment of whether a jurisdiction is 

considered to be reputable). This comfort would be derived from the credit institution 

having identified the source of funds that pass through an account which is in the sole 

or joint name of the customer or that are paid by means of a bank draft Such comfort 

would not exist where the applicant for business is paying in cash and therefore the 

requirement to identify the source of funds would remain in these cases.  

In all cases, this does not exonerate IFSP members from their responsibilities under 

the Regulations. The requirement to identify the source of funds certainly exists 

where the applicant for business is paying in cash. 

 

7.1.1.III  Customers with whom members had a relationship on 31
st
 July 2008

67
  

Regulation 7 (6) states that CDD measures shall be applied at appropriate times to 

existing customers on a risk sensitive basis. In terms of this regulation IFSP members 

are required to implement or update their CDD measures on customers existing before 

31
st
 July 2008 in order to bring them in line with the requirements of the Regulations. 

A range of trigger events such as the existing customer requesting a new service or 

establishing a new relationship might prompt IFSP members to seek appropriate 

evidence at that point in time. Members are reminded that CDD requirements have 

been mandatory since 2003. 
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7.1.2 Customer Acceptance 

Before agreeing to provide a service to a potential client, an assessment of the 

professional risks involved should be completed. This involves assessing the 

acceptability of the entity or person as a client and the professional risk associated 

with the particular services requested by the client. This evaluation is necessary to 

assist IFSP members in exercising their judgement as to whether the required 

service/s should be provided. 

It is recommended that an applicant for business (person, company or other 

organization) that does not qualify for simplified due diligence should only be 

accepted if, based on careful and diligent enquiries, it is concluded that:  

(a) the individual or the entity's management and shareholders holding more than 

25% and other beneficial owners are regarded as people of integrity and good 

repute; 

(b) the venture appears to be reasonably well conceived and its source of funds 

and activities are those with which the IFSP member is willing to be 

associated;  

(c) legal counsel and other professional advisors are reputable; 

(d) acceptance of the particular applicant for business by the IFSP Member is not 

likely to expose that IFSP member to undue risk of reputation, damage or 

financial loss.  

Moreover, it is also recommended that clients should not be accepted by IFSP 

members where: 

(a) reasonably substantiated evidence of client identity is not provided;  

(b) a credible explanation of ownership of a corporate client is not given;  

(c) the purpose of the client structure or relevant transaction is not provided;  

(d) a public information search such as World Check has revealed matters on 

which an adequate explanation cannot be obtained;  

(e) an unsatisfactory response to a professional clearance request or reference is 

received. 

It is recommended that IFSP members adopt a check-list regarding the risks involved 

and the acceptability of a prospective client. Risk indicators are provided for guidance 

in Appendix B. The aim of the risk indicators is to assist the IFSP member to 
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determine the risk-level of the client and act accordingly. Nevertheless, such a list is 

not exhaustive and cannot be used by members to exonerate themselves from further 

duties established by law. 

IFSP members are also required to have a customer acceptance policy capable of 

determining whether an applicant for business is a Politically Exposed Person.
68

  

Regulation 7(9) states that as a minimum, customer acceptance policy/procedures 

should include:  

(a) a description of the type of customer that is likely to pose higher than average 

risk; 

(b) the identification of risk indicators
69

 such as the customer background, country 

of origin, business activities, linked accounts or activities and public or other 

high profile positions; and 

(c) the requirement for an enhanced customer due diligence for higher risk 

customers. 

Following evaluation of the potential risks in accordance with the customer 

acceptance policy, and on acceptance of the applicant for business as a customer, a 

customer agreement is usually formulated. In view of the possibility for a transaction 

to be delayed by up to 24 hours as specified in the law
70

, IFSP members may wish to 

consider including a waiver of responsibility for any delays of transactions in the 

agreement. 

As specified in the Regulations the customer acceptance policies and procedures 

should not, however, be restrictive in allowing the provision of financial and other 

services to the public in general
71

.  

IFSP members are required to obtain an understanding of the type of customer and the 

nature of the business relationship, product or transaction in such a way as to be able 

to establish the business and risk profile of the applicant for business, in so far as 

these relate to the business relationship
72

. Moreover, the background and purpose of 
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any complex or large transactions and any transactions which are particularly likely, 

by their nature, to be related to money laundering or the funding of terrorism, are to 

be examined with special attention, to the extent possible. Special attention is also to 

be paid to business relationships and transactions with persons, companies and 

undertakings, including those carrying out relevant financial business or a relevant 

activity from a non-reputable jurisdiction.
73

 

Release of Funds Remitted to Malta 

A client may typically send funds to a service provider before the commencement of 

business, for example in preparation for company formation and in certain other 

exceptional circumstances.  

Receipt of funds does not necessarily mean that business has commenced, and IFSP 

members are reminded to fully observe and discharge their obligations under the 

Regulations also in respect of funds received prior to client acceptance procedures 

being completed. Should the IFSP member decide not to act for the client, the funds 

should only be released (after deduction of any bank charges) to the original remitter 

of the funds, using the same financial channels through which the funds were 

delivered.
74

  

 

7.1.3 Ongoing monitoring 

Meaning of ongoing monitoring  

As part of their CDD, in terms of Regulation 7(1)(d), IFSP members are required to 

conduct ongoing monitoring of the business relationship with their customers.  

Ongoing monitoring of a business relationship includes: 

 scrutiny of transactions undertaken throughout the course of the relationship 

(including, where necessary  source of funds) to ensure that the transactions 

are consistent with the IFSP member‟s knowledge of the customer, his 

business, risk profile; and 
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 ensuring that the documents, data or information held are kept up to date
75

. 

Monitoring customer activity helps identify unusual transactions. If unusual activities 

cannot be rationally explained, they may involve money laundering or terrorist 

financing. This monitoring will help in the assessment of customers and will assist 

practitioners in gaining a greater assurance that they are not being used for the 

purposes of financial crime. Ongoing monitoring is particularly useful in the detection 

of terrorist financing activity.  

IFSP members must determine the extent of the application of their CDD measures 

including ongoing monitoring with reference to the level of risk posed to the 

organisation concerned and would typically depend on the type of customer, business 

relationship, product or transaction. They must be able to demonstrate to their 

supervisory authority that the extent of their CDD measures and monitoring is 

appropriate in view of the risks of money laundering and terrorist financing. In 

designing monitoring arrangements, it is important that appropriate account be taken 

of the frequency, volume and size of transactions with customers, in the context of the 

assessed customer and product risk. 

IFSP members‟ attention is drawn to the fact that the circumstances of a customer 

who did not fall to be classified as a PEP, at client acceptance or subsequent review 

stage, may change. Where, in the course of carrying out ongoing monitoring, the IFSP 

member establishes that the customer now qualifies as a PEP, the measures outlined 

in section 7.1.4.iii are to be carried out. 

The monitoring arrangements should include the training of staff on procedures to 

detect situations that suggest a heightened money laundering or financing of terrorism 

risk and also provide direction on how to act when faced with such situations, e.g. by 

referral or they could involve arrangements for exception reporting by reference to 

objective triggers (e.g., transaction amount). Staff training is not, however, a 

substitute for having in place some form of regular monitoring activity. 

Monitoring is not a mechanical process and does not necessarily require sophisticated 

electronic systems. The scope and complexity of the process will be influenced by the 

firm‟s business activities, and whether the firm is large or small. The key elements of 

any system are: 

 having up-to-date customer information, on the basis of which it will be 

possible to  detect the unusual, and  
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 asking pertinent questions to elicit the reasons for unusual transactions or 

activities in order to judge whether they may represent something suspicious. 

Monitoring can be either: 

 in real time, that is transactions and/or activities can be examined as they take 

place or are about to take place, or  

 after the event, through some independent review of the transactions and/or 

activities that a customer has undertaken. 

Higher risk accounts and customer relationships require enhanced ongoing 

monitoring. This will generally mean more frequent or intensive ongoing monitoring. 

It is advisable that IFSP members keep record of ongoing due diligence to prove 

compliance with the Regulations, should the need arise.
76

 

 

7.1.4 Levels of Due Diligence 

The Regulations establish the concepts of simplified and enhanced due diligence in 

accordance with the Third EU Money Laundering Directive. Although these terms are 

not defined, the Regulations do indicate specific instances in which simplified or 

enhanced due diligence are to be effected. When simplified and enhanced due 

diligence procedures are not required either by our Regulations, or as a result of the 

risk assessment carried out by the IFSP member, IFSP members are to abide by the 

standard procedures. 

However, as stated in section 7.1.1.1.iii, there may be situations where the IFSP 

Member may vary the application of the standard procedures. This should only take 

place in those situations, where following a risk assessment, members determine that 

a customer, product or related transaction represents a low risk of money laundering 

or funding of terrorism.  
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7.1.4.i  Simplified Due Diligence 

In terms of Regulation 10, IFSP members need not perform CDD procedures in the 

following instances provided that sufficient information is gathered to establish that 

the applicant for business qualifies accordingly: 

  

(i) where the applicant for business is a person authorised to undertake relevant 

financial business whether in Malta, or in another Member State or in a 

reputable jurisdiction.
 77

 

(ii) in the case of of legal persons listed on a regulated market authorised in 

accordance with the provisions of the Financial Markets Act or on an 

equivalent regulated market within the Community, and legal persons 

otherwise listed on an equivalent regulated market in a reputable jurisdiction 

and which are subject to equivalent public disclosure requirements; 

(iii) with respect to beneficial owners of pooled accounts held by notaries or any 

other independent professionals carrying out a relevant activity under 

paragraph (c) of the definition of “relevant activity” domestically, from within 

the Community or from a reputable jurisdiction. In such case the IFSP 

member shall ensure that supporting identification documentation is available, 

or may be made available, on request, to the institution that is acting as the 

depository for the pooled accounts. The recital to the Third Directive makes it 

clear that this does not waive the need for such notaries or other independent 

legal professionals themselves to carry out full CDD on the beneficial owners 

of the pooled accounts held by them; 

(iv)  subject to very stringent cumulative criteria in the case of domestic public 

authorities or public bodies. IFSP members are required to refer to Regulation 

10(1)(d) for a detailed list of such criteria. It is commonly understood that this 

exemption will have limited application within the Maltese context 

(v) any other applicant for business who is a legal person and who represents a 

low risk of money laundering or the funding of terrorism in terms of 

Regulation 10(2)(a), (b), (c) and (d). Again here the Regulations list certain 

criteria, which appear to be cumulative and which are to be met in order for 

the applicant for business to qualify as low risk in terms of Regulation 10(2). 

 is  
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Other exemptions relate to certain life insurance policies, insurance policies in respect 

of pension schemes, pensions or similar schemes, electronic money and certain low 

risk products.
78

  

Notwithstanding the above, IFSP members are always required to perform CDD 

procedures where the member knows or suspects that a proposed relationship or 

occasional transaction involves money laundering or the funding of terrorism, or 

where there are suspicions about the veracity or accuracy of documents, data or 

information obtained.  

In cases where the client or a qualifying shareholder or even the beneficial owner is a 

company listed on a recognised stock exchange in a reputable jurisdiction or a 

domestic public authority or a state corporation, IFSP members are not required to 

carry out any verification of identityand status, except for obtaining a document 

which establishes the identity of the legal person. For example, a listed company 

would need to show that it is in fact listed on a recognised stock exchange as defined 

in the Financial Markets Act in a reputable jurisdiction
79

. It is then up to the IFSP 

member to assess which jurisdictions are „reputable‟ in accordance with the vague 

definition of the term in the Regulations.
80

  

Where the FIAU determines that a particular jurisdiction does not meet the criteria of 

a reputable jurisdiction as defined in Regulation 2, or where the FIAU is otherwise 

informed that a jurisdiction is not considered to meet the criteria of a reputable 

jurisdiction, it shall, in collaboration with the relevant supervisory authorities, prohibit 

Subject Persons from applying the provisions for simplified CDD under this 

regulation to all business relationships and transactions from that particular 

jurisdiction.  
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7.1.4.III  Enhanced Due Diligence 

Earlier on, we considered how IFSP members are to apply enhanced customer                          

due diligence where the client is not physically present.
81

 There are other instances 

which require Enhanced Due Diligence to be performed. Enhanced Due Diligence 

measures should be applied on a risk sensitive basis and in situations which by their 

nature can represent a higher risk of money laundering or funding of terrorism.
82

 

These include: 

 where the background and purpose of any complex or large transactions, 

including unusual patterns of transactions, have no apparent economic or 

visible lawful purpose as well as considerations of any other transactions 

which are particularly likely, by their nature, to be related to money laundering 

or                      the funding of terrorism. Members are to document their 

findings in writing and to make such findings available to the FIAU or any 

authority as may be required; 
83

 

 business relationships and transactions with persons, companies and 

undertakings, including those carrying out relevant financial business or a 

relevant activity, from a jurisdiction that does not meet the criteria of a 

reputable jurisdiction.
84

 

In performing their obligations in terms of the Regulations, members are required to 

apply the measures identified in the Regulation for non-face-to-face transactions.
85

   

Politically Exposed Persons (PEPs)  

Another situation where enhanced due diligence becomes necessary is where services 

are provided to politically exposed persons (PEPs).  

Given that there is no published list of PEPs, it is important to note the definition of 

this term. The Regulations
86

 define PEPs as ‘natural persons who are or have been 

entrusted with prominent public functions and shall include their immediate family 

                                                 

 

81
 Refer to section 7.1.1.I.iii(f), of these Guidance Notes 

82
 Regulation 11 (1)  

83
 Regulation 15 

84
 Regulation 15(2). Refer to Section 9 of these Notes.  

85
 Refer to Section 7.1.1.1.I(iii)(f) 

86
 Regulation 2 
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members or persons known to be close associates of such persons, but shall not 

include middle ranking or more junior officials.’  

Regulation 11(7) expands on the definition of PEPs and gives a detailed list by 

providing that the term „natural persons who are or have been entrusted with 

prominent public functions‟ shall include the following: 

(i) Heads of State, Heads of Government, Ministers and Deputy and 

Assistant Ministers and Parliamentary Secretaries; 

(ii) Members of Parliament; 

(iii) Members of the Courts or of other high-level judicial bodies whose 

decisions are not subject to further appeal, except in exceptional 

circumstances; 

(iv) Members of courts of auditors, Audit Committees or of the boards of 

central banks; 

(v) Ambassadors, charges d‟affaires and other high ranking officers in the 

armed forces; 

(vi) Members of the administrative, management or boards of State-owned 

corporations, and where applicable, for the purposes of paragraphs (i)      

to (v), shall include positions held at the Community or international 

level. 

Members‟ attention is drawn to the term “shall include” in the above definition. 

Therefore the list is not exhaustive.  

From the above, IFSP members may note the following: 

(a) PEPs are not just politicians! 

(b) This definition does not only refer to politicians. Reference is made to the 

identification and monitoring of financial activities of those who fulfil 

„prominent public functions‟.  

(c) PEPs are notably only those considered „senior ... entrusted with prominent 

public functions‟! 

(d) The definition includes both local and foreign PEPs. 

(e) The Regulations imply that PEPs can be either local or foreign.  

(f) The real risk – the Exposed Persons (EPs)! 

It is the less well known or totally unknown EPs acting on behalf of the PEP (rather 

than the more easily recognized public figure) who are likely to be an instrument in 



IFSP Guidance Notes on the Prevention of Money Laundering and the Funding of Terrorism 

Second Edition 

52 

 

the process. It is for this reason that the definition of PEPs includes the „immediate 

family members or persons known to be close associates of such persons’. 

The Regulations provide further clarification of the terms used within the definition of 

PEPs:  

(a) the term „immediate family members‟ shall include the following: 

(i) the spouse, or any partner recognised by national law as equivalent to the 

spouse; 

(ii) the children and their spouses or partners; and 

(iii)the parents; 

(b) the term „persons known to be close associates‟ shall include the following: 

(i) a natural person known to have joint beneficial ownership of a body 

corporate or any other form of legal arrangement, or any other close 

business relations with that politically exposed person; 

(ii) a natural person who has sole beneficial ownership of a body corporate or 

any other form of legal arrangement that is known to have been established 

for the benefit of that politically exposed person. 

How long does one remain a PEP? 

Regulation 11(8) states that a person is considered as a PEP for a period of 1 year 

after ceasing to be entrusted with prominent public functions. Following the lapse of 1 

year from termination of office, it is up to members to ascertain whether the 

individual still holds a position of influence thereby necessitating the continued 

application of the enhanced due diligence procedures.  

IFSP members should have their customer acceptance policy drafted in such a way as 

to help identify whether a prospective client is a PEP. It may be inferred that once a 

PEP has been identified as a local PEP, the standard CDD procedures
87

 are to apply. 

Members are however to keep in mind that PEPs change continuously and so there 

must be an ongoing evaluation.  

 

 

                                                 

 

87
 Refer to section 7.1.1. of the Guidance Notes on „Identification of an applicant for business – 

standard due diligence‟ 
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PEPs residing outside Malta 

The Regulations cater for specific procedures in the case of PEPs residing outside 

Malta.
88

 Once it is established that the prospective client is a foreign PEP,IFSP 

members are required to obtain additional information in terms of Regulation 11(6).  

In such cases, a foreign PEP should only be accepted as a client of the IFSP member, 

subject to senior management approval.   

Though the Regulations do not specify what is meant by „senior management‟, the 

Third Directive specifies that this should not imply obtaining approval from the board 

of directors but from the immediate higher level of hierarchy of the person seeking 

such approval.
89

   

Regulation 11(6)(b) further provides that IFSP members shall „ensure that the internal 

procedures include adequate measures to establish the source of wealth and funds that 

are involved in these business relationships or transactions.‟ The fact that a distinction 

is made between „source of wealth‟ and „source of funds‟ may be interpreted to mean 

that the IFSP member would need to determine that the funds being used in the 

relevant transaction are justified by the wealth of the PEP.  

Furthermore IFSP members are required to conduct enhanced ongoing monitoring of 

the business relationships with foreign PEPs.  

Other situations where Enhanced Due Diligence may be required 

In terms of Regulation 11(5) IFSP members are also required to pay special attention 

to any threat of money laundering or funding of terrorism that may arise from new or 

developing technologies, or from products or transactions that might favour 

anonymity and take measures, if needed, to prevent their use in money laundering or 

funding of terrorism. 

 

7.1.5 Reliance on third parties  

A customer may have contact with two or more firms in respect of the same 

transaction. However, several firms asking for the same information from the same 

customer in respect of the same transaction not only does not help in the fight against 

financial crime, but also adds to the inconvenience of the customer. It is important, 

                                                 

 
88

 Refer to Reg 11(6) 

89
 Recital 26 of the preamble to the Third Directive 
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therefore, that in all circumstances each firm is clear as to its relationship with the 

customer and its related prevention of money laundering and funding of terrorism 

obligations, and as to the extent to which it can rely upon or otherwise take account of 

the verification of the customer that another firm has carried out. Such account must 

be taken in a balanced way that appropriately reflects the money laundering or 

terrorist financing risks. Account must also be taken of the fact that some of the firms 

involved may not be Malta based.  

Subject to the conditions set out below IFSP members  are allowed to  place reliance 

on third parties or other Subject Persons to conduct due diligence in terms of the 

Regulations.
90

 IFSP members may rely on: 

(a) certain domestic Subject Persons; or  

(b) third parties who: 

(i) undertake activities equivalent to „relevant financial business‟ or 

„relevant activity‟; 

(ii) are situated in a Member State of the Community other than Malta or in 

a reputable jurisdiction; and 

(iii) are subject to authorization or to mandatory professional registration 

recognized by law. 

Where an IFSP member opts to place reliance on other parties, such member is still 

ultimately liable for compliance with his obligations in terms of the Regulations.  

Notwithstanding the fact that IFSP members are placing reliance on a third party they 

are still required in terms of the Regulation to: 

 Know the identity of the beneficial owner of their client by obtaining such 

information from the party on whom they have placed reliance. 

 Ensure that relevant copies of the identification and verification data and other 

relevant documentation of the applicant for business or the beneficial owner as 

required under the Regulations will be immediately forwarded upon request. It 

is recommended that IFSP members obtain assurance to this effect in 

writing from the party being relied upon.  

                                                 

 

90
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Where an IFSP member is outsourcing part of his activity to another service provider 

the IFSP member will still be obliged to carry out due diligence in terms of these 

Regulations. 

It is to be noted that IFSP members are not permitted to rely on other parties in 

relation to their ongoing monitoring obligations.  

Regulation 12 is extremely complex and presents great difficulty in interpreting how 

it is to be applied. The following is an attempt to provide a diagrammatic illustration 

of Regulation 12 and the parties on which IFSP members can place reliance:  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

IFSP members 

NON-DOMESTIC Subject Persons carrying on relevant financial 

business subject to AML requirements and supervised for 

compliance, other than financial institutions involved in currency 

exchange, money transmission and remittance services even if 

documentation and data upon which these AML requirements have 

been based are different to those under domestic requirements. 

DOMESTIC External Accountants, Auditors & Tax Advisors, 

Notaries & independent legal professionals, Trustees & Fiduciary 

Service Providers (as defined in Regulation 2 under paragraphs (a), 

(c) or (f) of the definition of relevant activity). 

Domestic Subject Persons carrying on relevant financial business. 

IFSP members 

involved in: 

currency 

exchange, money 

transmission and 

remittance 

services  

NON-DOMESTIC Subject Persons authorised as Financial 

Institutions involved in currency exchange, money transmission and 

remittance services provided such institutions are subject to 

equivalent due diligence requirements even if documentation or data 

upon which these requirements have been based are different to those 

under domestic requirements. 

IFSP members 

who are: Accountants, Auditors 

& Tax Advisors; Notaries & 

independent legal advisors and 

qualifiers per Regulation 2; 

Trustees & Fiduciary Service 

Providers 

NON-DOMESTIC external Accountants, Auditors & 

Tax Advisors, Notaries & independent legal advisors, 

Trustees & Fiduciary Service Providers, provided that 

such third parties are subject to equivalent due 

diligence requirements, even if the documents or data 

upon which these requirements have been based are 

different to those under domestic requirements. 
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 7.1.6 Suspicion 

IFSP members are required to identify and report business applicants in cases of 

suspicion. But what is suspicion? Although this term is neither defined in the Act nor 

in the Regulations, suspicion has been defined by foreign courts as being „beyond 

mere speculation and based on some foundation‟. A transaction which appears 

unusual is not necessarily suspicious. Therefore, the unusual is, in the first instance, 

only a basis for further inquiry. This would then require judgement as to whether it 

constitutes suspicion.  

Below are examples of how to identify potentially suspicious activity. Members 

should however note that the following is only an indicative list and may not 

necessarily apply in each and every set of circumstances: 

(a) Customers who provide insufficient or suspicious information 

(i) Customers who provide unusual or suspicious identification documents 

which cannot be readily verified; 

(ii) Customers who are reluctant to provide complete information about 

nature and purpose of business, officers and directors, or business 

location; 

(iii) Customers who appear to be acting as an agent for an undisclosed 

principal, but are reluctant to provide information; 

(iv) Customers who refuse to provide information on the source of the funds; 

(v) Customers who provide an address which appears vague or unusual – 

e.g. a professional „registered office‟, a trading address, or a Post Office 

Box number; 

(vi) Customers who provide information that is inconsistent with the services 

or facilities being sought; 

(vii) Customers who want to conclude arrangements unusually urgently, 

without satisfactory explanation, against a promise to provide 

information at a later stage; 

(viii) Customers who suggest changes to a proposed arrangement in order to 

avoid providing certain information to the subject person. 

(b) Transactions make no obvious economic sense, or involve apparently unnecessary 

complexity 
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(i) Customer with no discernible reason for entering a particular 

transaction; 

(ii) The legal and corporate structure of the client entity, and its ownership 

and control, are not clear and the structure does not appear to make 

sense; 

(iii) Transfers to and from high-risk jurisdictions, without reasonable 

explanation, which are not consistent with the customer‟s declared 

foreign business dealings or interests; 

(iv) Unnecessary routing of funds through third party accounts; 

(v) Unusual investment transactions without an apparently discernible 

profitable motive; 

(vi) Sudden, substantial increases in cash deposits or levels of investment, 

without adequate explanation; 

(vii) Large numbers of electronic transfers into and out of the bank account; 

(viii) Significant/unusual/inconsistent deposits by third parties;  

(ix) Reactivation of dormant account(s); 

(x) Maintains multiple accounts, or maintains accounts in the names of 

family members or corporate entities with no apparent business or other 

purpose. 

(c)  Firm-customer relationship 

(i) Where the transaction being requested by the customer, or the size or 

pattern of transactions, is without reasonable explanation, out of the 

ordinary range of services normally requested, or is inconsistent with the 

experience of the firm in relation to the particular customer; 

(ii) Where a customer who has entered into a business relationship with the 

firm uses the relationship for a single transaction, or for only a very short 

period of time. 

 

Other suspicious customer activity  

IFSP members should also note other activity that may trigger suspicion.  including: 

(a) A customer requires a series of transactions, the value of which is structured to 

fall just below a regulatory threshold; 

(b) A customer makes unusual settlement requests, for example: 
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(c) The client requests money transfers where there is a variation between the account 

holder or the signatory; 

(d) The client requests regular payments to be made out of a client account; 

(e) A customer gives unusual instructions, such as: 

(i) There is no clear reason for the client to choose the IFSP member‟s firm to 

carry out a transaction, especially if that client could have obtained the 

same service closer to his home; 

(ii) The customer asks the IFSP member to do something that does not fit 

within the normal pattern of his business; 

(iii)The client changes instructions without a reasonable explanation; 

(iv) Transactions take an unusual turn. 

(f) Use of client account 

(i) IFSP members should be aware that money launderers can find it 

convenient to use client accounts to transmit money; 

(ii) IFSP members should be cautious if instructed to carry out work and 

receive funds into a client account, but then find that the instructions are 

cancelled, with the money to be returned either to the client or a third 

party; 

Remember that a practitioner may still be assisting a money launderer 

even though the money does not pass through his or his firm‟s bank 

accounts. 

(g) Suspect territory 

(i) IFSP members involved in transactions that include an international 

element can refer to the Financial Action Task Force
91

, which produces up 

to date information about different countries; 

(ii) IFSP members should exercise caution if a client is introduced through an 

overseas bank or third party based in countries where the production of 

drugs, drug trafficking, or terrorism may be prevalent; 

(iii)IFSP members should take care if funds are being routed into and out of 

Malta without a logical explanation. 

                                                 

 

91
 http://www.fatf-gafi.org/pages/0,2987,en_32250379_32235720_1_1_1_1_1,00.html  
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(h) Loss making transactions 

(i) IFSP members should be wary of instructions which could lead to some 

financial loss to a client or third party without a logical explanation being 

provided, particularly where the client appears to be unconcerned about 

the loss; 

(ii) IFSP members should be cautious when a client‟s instructions involve 

confusing movements of funds between different accounts, institutions or 

jurisdictions without apparent reason The better a practitioner knows a 

client and the full details of and reasons for the transaction before 

accepting the work, and particularly before accepting funds, the less likely 

the practitioner is to become involved in money laundering. 

If any of the suspicious activities listed above or other types of suspicious activity are 

noticed, the activity should be immediately reported to the MLRO within the IFSP 

member‟s firm. If necessary, an investigation into the matter may include gathering 

additional information internally or from third-party sources as well as filing a 

Suspicious Transaction Report (STR)
92

 with the FIAU.  

Exceptionally, should a staff member consider that a report to the MLRO is not 

required in the above circumstances it is recommended that the staff member draws 

up a note of the circumstances giving his/her reasons for not submitting a report to the 

MLRO.  

 

7.1.6.i  Transacting with a client following  suspicion 

When IFSP members are aware or suspect that a transaction which is yet to be 

executed may be linked to money laundering or the funding of terrorism,
93

 the MLRO 

is to give the FIAU all the information concerning the transaction including the period 

within which it is to be executed, before the IFSP member executes the transaction. 

Such information may be given to the FIAU by phone Tel: (+356) 21231333 but 

should be confirmed in writing immediately after that. This can be done by fax (Fax: 

(+356) 21231090), or by any other written means other than by email. IFSP members 
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should ensure that the FIAU promptly acknowledges receipt of any documents 

submitted.
94

   

Where no response is received from the FIAU during the period within which the 

transaction is to be executed or if the FIAU grants authorization within 24 hours from 

when the report is lodged, or the 24 hours have elapsed, the IFSP member may 

proceed with the transaction provided that, in the meantime, no attachment order
95

 has 

been served on him.  

However, if there are sufficient grounds, the FIAU may oppose the execution of the 

transaction. Such opposition is to be sent by the FIAU to the MLRO immediately by 

fax or any other written means and has the effect of halting the execution of the 

transaction for 24 hours from the time the report is lodged.  

Where the execution of such a transaction cannot be delayed (either because of its 

nature or because non-execution could hinder an investigation), the MLRO should 

inform the FIAU immediately after executing the transaction, giving reasons why the 

FIAU was not informed beforehand.
96

 Special care needs to be taken not to tip-off 

clients while awaiting a reply from the FIAU concerning the execution of the 

transaction. Further guidance on tipping-off may be found in section 7.3.9 of these 

Guidance Notes.  

 

7.2 Record-Keeping Procedures  

This section is intended to guide IFSP members on appropriate record-keeping 

procedures that will meet their obligations in respect of the Regulations.  

IFSP members must retain records concerning CDD and transactions as evidence of 

the work they have undertaken in complying with their legal and regulatory 

obligations, as well as for use as evidence in any investigation or analysis conducted 

by the FIAU or any other relevant authority
97

.   
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 Article 28 of the Act 

95
 Article 28 (4) of the Act. The term attachment order is defined in Article 4 (6) of the Act.  

96
 Regulation 15(7) 

97
  Regulation 13 
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7.2.1 Who is to keep records? 

The Regulations place this responsibility on „Subject Persons‟, therefore, on any legal 

or natural person carrying out either relevant financial business or relevant activity. 

 

 

7.2.2 What records should be retained?  

Requirements 

The Regulations
98

 state that record-keeping procedures should provide for the keeping 

of the following records by the subject person:  

All customer identification records  

In this regard, members are required to retain an appropriate record of the steps taken 

to obtain identification and verification records, as well as to retain copies of evidence 

of the identity of the applicant for business as laid out in section 7.1
99

 and containing 

sufficient details to enable the persons‟ identification documentation to be re-

obtained
100

; 

Record of transactions  

A record containing details of all transactions carried out by the IFSP member in the 

course of an established business relationship or occasional transaction is to be kept 

within the firm. In the case of professional services firms, „transaction records‟ should 

be understood to mean a record of all work performed for or service provided to 

clients and shall include the original documents or other copies which are admissible 

in court proceedings.  

Transaction records should be kept in a form from which a satisfactory audit trail may 

be compiled where necessary, and which may establish a financial profile of any 

suspect customer. 

Details of the business relationship  
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Details relating to the business relationship and a record of the findings following the 

examination of the background and purpose of the relationship; and any complex or 

large transactions and transactions which are particularly likely, by their nature, to be 

related to money laundering or the funding of terrorism; and details relating to 

business relationships and transactions from a non-reputable jurisdiction. 

Internal deliberations  

A record of material concerning matters brought to the attention of the MLRO but 

which, on further analysis and examination, did not warrant external reporting to the 

FIAU. 

Relevant information  

Members should retain relevant information so as to enable them to provide the FIAU 

with any information or other statistical data that the FIAU may require in the course 

of its duties.   

Recommendations 

To comply with best practice, IFSP members should consider keeping the following 

additional records: 

Evidence of a written version of the Customer Acceptance Policy and any changes 

thereto;  

(i) Records of Internal Reports and Suspicious Transaction Reports; 

Records of actions taken under the internal and external reporting requirements; 

Records documenting the reasons why an STR has not been filed with the 

FIAU; 

Records evidencing that ongoing monitoring has been performed such as, for 

example an annual declaration signed by the person carrying out accounting 

entries in relation to the client or by the person servicing that client; 

If the size of the IFSP member‟s firm so warrants, evidence that the firm‟s 

prevention of money laundering and funding of terrorism procedures are 

reviewed for effectiveness. 

In this regard, the following records are to be kept: 

(i) Reports by the MLRO to senior management where appropriate; 

(ii) Records of consideration of these reports and of any consequent action. 
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(iii)Evidence of internal training programmes as required by Regulation 

4(1)(d)
101

; 

 

 

The following information is to be recorded: 

(i) Dates when training was given 

(ii) Venue, speakers and amount of hours of training 

(iii)The nature of the training 

(iv) A copy of the material used for training 

(v) Attendance sheets (of staff who received training) 

(vi) Results of any tests involved. 

 

7.2.3 For how long should such records be kept?102 

The documents referred to in section 7.1.1.I
103

 shall be kept for a period of at least 

five years as follows: 

 customer identification records
104

 should be kept for 5 years from the date on 

which the relevant financial business relationship or relevant activity was 

completed. 

 Events from which to calculate the 5-year period
105

: 

 Negotiations – the ending of the business relationship; 

 Suspicion– the date when a suspicious transaction is reported to the FIAU, 

unless such five year period is extended by the FIAU; 

 Single transaction – the carrying out of the transaction or the last of a series of 

transactions constituting a single large transaction; 
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 Refer to Section 7.4 in these Guidance Notes dealing with training 
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 Regulation 13(3) 

103
 Refer to section 7.1.1.I.(iii) of the Guidance Notes regarding documents required for identification 
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 Refer to section 7.2.2 (i) in the Guidance Notes 
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 Series of transactions - the carrying out of the last occasional transaction in a 

series of transactions. 

 records of transactions
106

 carried out in the course of a business relationship or 

occasional transaction and records as described in section 7.2.2(iii) (above) are 

to be kept for 5 years from the date on which all dealings taking place in the 

course of the transaction in question were completed.  

 A record of the findings of the examination of the background and purpose of 

relationships and any complex or large transactions and transactions which are 

particularly likely, by their nature, to be related to money laundering or the 

funding of terrorism, and to business relationships and transactions from a 

non-reputable jurisdiction are to be kept for 5 years from date of last 

transaction. 

IFSP members are to keep records for a period of five years, commencing on the date 

on which the engagement has ended, as follows:  

 

 

Service 

 

Commencement of 5-year time period 

 

 

Audit 

 

from the date of the AGM at which the respective 

year‟s financial statements were approved 

 

 

Tax services 

 

from the end of the calendar year in which the 

service has been provided 

 

 

Any other service 

 

from the date on which the subject matter of the 

service was delivered to the client 
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Corporate service provider 

 

from the end of the financial year to which those 

transactions and services relate. 

 

 

7.2.4 In what form are such records to be kept? 

The law does not enter into such detail and leaves this at the discretion of Subject 

Persons. Office space limitations dictate that most members would seek to reduce 

volume and density of records. Record-keeping procedures may therefore identify 

different methods of storing information. This could include hard copies or even soft 

copies.  

However, documents bearing a signature or photograph should be kept in original 

hard copy. If authenticated copies are obtained in lieu of the original, then it is the 

authentication signature that should be in original hard copy.  

It is advisable for members to adopt a standard policy with respect to retention of 

documents. 

Members carrying out relevant financial business in terms of the Regulations must 

have systems in place that enable them to respond efficiently to enquiries from the 

FIAU or other competent authorities such that they can provide information on 

whether they maintain or have maintained a business relationship with a specified 

natural or legal person persons within the previous five years and the nature of that 

relationship
107

.  

 

7.2.5 Location 

Our legislation does not specify places where such records should be kept. The 

overriding principle is however to be able to retrieve information without undue 

delay. 
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The Regulations
108

 provide that Subject Persons are to ensure that all customer 

identification, due diligence and transaction records and information are made 

available on a timely basis: 

(i) to the FIAU; 

(ii) as may be allowed by law, to other relevant competent authorities; 

for the purpose of the prevention of money laundering and the funding of terrorism.  

In fact, the Act
109

 empowers the FIAU to co-operate with supervisory authorities such 

as the MFSA for the purposes of prevention of money laundering and the funding of 

terrorism. In such cases, authorities like the MFSA are empowered to request the 

subject person to provide it with any relevant information.  

As a matter of best practice, it is recommended that: 

 the MLRO, as part of his duties, would ensure that storage is organised and a 

person responsible for record-keeping is appointed; 

 where the record is held electronically, a backup soft copy is kept in a safe 

place outside the IFSP member‟s office. 

 

7.3 Reporting Procedures  

IFSP members are required, under Regulation 15 (4), to implement the following 

reporting procedures:  

(a) designate a MLRO to whom knowledge or suspicion of money laundering or the 

funding of terrorism must be reported. The MLRO must be an officer with 

sufficient seniority and command within the organisation; 

(b) direct the MLRO or any designated employee to consider such reports in the light 

of all relevant information for him to determine whether money laundering or 

funding of terrorism is taking place or is suspected;  

(c) allow the MLRO or any designated employee to have reasonable access to any 

information held by the IFSP member to assist him in his duties under (b) above; 

and  

                                                 

 

108
 Regulation 13 (6) 

109
 Articles 26 and Article 27  



IFSP Guidance Notes on the Prevention of Money Laundering and the Funding of Terrorism 

Second Edition 

67 

 

((dd))  provide that, in the event of knowledge or suspicion of money laundering or the 

funding of terrorism, the MLRO or any designated employee is to report such 

information, supported by relevant identification documentation, to the FIAU.  

 

7.3.1 The MLRO 

The appointment of an MLRO is one of the most important issues which IFSP 

members ought to address. The person so designated should be accessible to all staff 

employed by the IFSP member, and should have a suitable level of seniority and 

experience as well as a good general knowledge of the IFSP member‟s client 

portfolio. The MLRO is required to be a manager/director/member of senior 

management.  

Since certain provisions under the Act and the Regulations require immediate action, 

IFSP members may wish to appoint an alternate MLRO to act during the absence of 

the MLRO. The appointment of the alternate MLRO is subject to the same 

requirements applicable to the MLRO and should also be the responsibility of the 

board or the management body of the subject person; furthermore, the alternate 

MLRO is subject to the same obligations as the MLRO.  

Details regarding the appointed MLRO and his alternate are required to be notified to 

the FIAU and the relevant supervisory authority. Any subsequent changes thereto 

should be notified.   

 

7.3.2 The MLRO: Powers and Duties 

Once an internal report is lodged with the MLRO, the latter should then consider the 

report in the light of all other relevant information in the firm‟s possession. The 

MLRO is required to determine whether the transaction gives rise to knowledge or 

suspicion that a client is or could be engaged in money laundering or the funding of 

terrorism. The MLRO is not expected to investigate the transaction other than 

internally or to determine whether the funds are the proceeds of criminal activity. On 

receipt of an internal report, it is recommended that the MLRO acknowledges receipt 

in writing and he may add instructions for further action to be taken by any employee. 

In his endeavours the MLRO is also allowed to disclose information to MLROs of 

other Subject Persons forming part of the same group of companies as the IFSP 

member, provided that such IFSP member falls to be classified as carrying out 

relevant financial business, or is an auditor, external accountant or tax advisor, or a 
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notary or independent legal professional acting in restricted circumstances as defined 

under the definition of relevant activity.
110

 

In deciding whether to file an STR, the MLRO should not be over-scrupulous since 

this can result in delayed or unnecessary filing of STRs. Conversely, he should not 

adopt an over-liberal approach. The decision may not be easy or clear-cut, and in such 

cases the MLRO may need to seek legal advice. 

If an STR is not filed with the FIAU, the MLRO should record the reasons for his 

decision in writing. This record must be made available to the FIAU or any 

supervisory authority if requested by them in the course of their monitoring of 

compliance with the Regulations.  

The ability to demonstrate a properly documented, reasoned process of deliberation 

will assist the defence of an MLRO against an allegation or charge of failing to file an 

STR. 

 

7.3.3 TheMLRO and designated employees 

The MLRO may delegate tasks to another individual employed with the IFSP member 

referred to as “designated employee” for the purposes of Regulation 15.  However, 

the MLRO cannot relieve himself of his responsibility in terms of the Regulations. 

The MLRO is required to approve the appointment of any designated employee for 

this purpose. Furthermore such employee must at all times work under the direction of 

the MLRO. The appointment of a designated employee as indicated above must also 

be notified to the FIAU and the relevant supervisory authority (where applicable).  

 

7.3.4 Internal Reporting 

IFSP members should also take reasonable measures to make all staff aware of the 

MLRO‟s identity and the instances in which they should present an internal report to 

the MLRO. Although there is no legal requisite for the internal report to be made in 

writing, it is recommended that this procedure is followed. It may also be opportune 

for IFSP members to use a standard type of report for internal reporting purposes.
 111

 

                                                 

 

110
 Regulation 16(2)(b) and (c) 

111
 Refer to Appendix A.1 as guidance – Internal Report  
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Training to be given to staff in relation to identification of possible instances of 

money laundering or funding of terrorism will be discussed in section 7.4. 

All staff of Subject Persons are expected to report suspicions or knowledge of 

possible money laundering activities or funding of terrorism to the MLRO. It is not 

their responsibility however to determine whether the suspected funds originate from 

criminal activity. The internal reporting procedure is not addressed by the Regulations 

and is to be determined by the IFSP member. 

 

7.3.5 Drafting an STR  

When drafting an STR, it is recommended that a standard form is used. The FIAU has 

designed a standard Suspicious Money Laundering Transaction Report which is 

annexed to these Guidance Notes
112

 and is also available through the FIAU 

website
113

.  

 

7.3.6 Filing an STR 

An STR should be filed with the FIAU where the IFSP member knows or suspects 

that the transaction may be related to money laundering or the funding of terrorism
114

. 

Disclosure of information to the FIAU supported by the relevant identification 

documentation should take place „as soon as is reasonably practicable’ within and 

not later than 5 working days from when the suspicion first arose.
115

 In such instances, 

as in all cases, the FIAU may require additional information in which case IFSP 

members are to comply „as soon as is reasonably practicable’ but not later than 5 

working days from when the demand is first made by the FIAU, or upon expiry of an 

extension granted by the FIAU at its discretion, following representations by the 

member justifying the request for extension.
116

 

                                                 

 

112
 Refer to Appendix A.2 

113
 http://www.fiumalta.org/docs/STR_FORM_2008_(Final).doc  

114
 Regulation 15 

115
 Regulation 15 (6)  

116
Refer to section 7.3.6 in these Guidance Notes on „Responding to queries from the FIAU‟  

http://www.fiumalta.org/docs/STR_FORM_2008_(Final).doc
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Although the Act refers to „Subject Persons‟ for making reports, it is strongly 

recommended that the MLRO be entrusted with such responsibility.  

Finally, the Act
117

 provides that a subject person who had filed an STR with the FIAU 

has the right to request information from the latter. This information might be of 

interest to him and might enable him to regulate his affairs and assist him in carrying 

out his duties under the Act and the Regulations. 

STRs should be sent by post, fax or by any other written means The names of the 

personnel who first reported the transaction should not be included in an STR.  

An exemption from filing an STR applies where information in relation to the 

prevention of money laundering or funding of terrorism is received or obtained in the 

course of ascertaining the legal position for a client or in performing the responsibility 

of representing or defending a client in, or concerning judicial proceedings including 

advice on instituting or avoiding proceedings, whether such information is received or 

obtained before, during or after such proceedings.
118

 This exemption includes, but is 

not limited to defending clients before the VAT Appeals Board and the Board of 

Special Commissioners. The European Court of Justice clarified this exemption in its 

decision in Case C-305/05 awarded on the 26
th

 June 2007.
119

 

Members are required to keep confidential the identity of any persons and employees 

in their organisation who have reported suspicions of money laundering or funding of 

terrorism either internally or to the FIAU
120

.  

 

                                                 

 

117
 Article 32 of the Act 

118
 Regulation 8(5) and Regulation 15(10) 

119
 When participating in certain financial transactions with no link to judicial proceedings, the ECJ 

ruled that the right to a fair trial is not infringed by the imposition on lawyers of the obligations to 

report and cooperate with their local financial intelligence authorities. Nonetheless, the Court noted that 

as soon as a lawyer is called upon for assistance in defending a client or in representing him before the 

courts, or for advice as to the manner of instituting or avoiding judicial proceedings, that lawyer is 

exempt from the obligations of information and cooperation, regardless of whether the information has 

been received before, during or after the proceedings. An exemption of that kind safeguards the right of 

the client to a fair trial. 

http://www.curia.europa.eu/en/actu/communiques/cp07/aff/cp070043en.pdf  

120
 Regulation 15 (14) 

http://www.curia.europa.eu/en/actu/communiques/cp07/aff/cp070043en.pdf
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7.3.7 Responding to queries from the FIAU 

Article 30 of the Act empowers the FIAU to demand from the IFSP member making 

the report, any additional information that it deems useful for the purpose of 

integrating and analysing the report in its possession.  

In such cases, IFSP members are to comply „as soon as is reasonably practicable’ but 

not later than 5 working days from when the demand is first made by the FIAU. If 

however, the IFSP member makes submissions justifying why the requested 

information cannot be submitted within the mentioned 5 working days and the FIAU, 

after having considered such submissions, chooses to extend such time as is 

reasonably necessary to obtain information, then the IFSP member is allowed to 

disclose such information, as well as the relevant identification documentation, at 

such later stage.
121

  

Disclosure of further information may also take place in response to a Court order or 

other legal powers requiring disclosure.
122

 

 

7.3.8 Client confidentiality and professional secrecy  

Any bona fide communication or disclosure that gives rise to the knowledge or 

suspicion of money laundering involvement or of the funding of terrorism made by an 

IFSP member in accordance with the Regulations does not constitute a breach of the 

duty of professional secrecy and such IFSP members are, in such situations, not 

subject to any liability of any kind. However, when in doubt as to the extent to which 

client confidentiality should be respected, IFSP members are encouraged to seek legal 

advice.  

 

7.3.9 Tipping off  

Under Regulation 16, supervisory authorities as well as any official or employee of an 

IFSP member may not disclose to the person concerned or to a third party, the fact 

                                                 

 

121
 Regulation 15(11) 

122
 Since the Act gives the FIAU the legal force to request further information, a written request from 

the latter shall constitute sufficient legal power requiring disclosure. Except in those instances 

contemplated by Article 30 of the Act 
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that an investigation is being carried out, or that information has been transmitted to 

the FIAU, since such disclosure might prejudice any investigation being carried out. 

This is probably the single most important „liability‟ aspect stemming from the 

Regulations which can most easily be breached, even inadvertently.  

Discussing a matter with a client in general terms in order to gain a better 

understanding of the issue, without mention of money laundering or funding of 

terrorism would not be regarded as tipping off. IFSP members will often want to 

make preliminary enquiries of their client, or of third parties to obtain further 

information to help the IFSP member decide whether they have a suspicion.  

IFSP members might also need to raise questions during the transaction to clarify 

such issues. There is nothing in the law to prevent an IFSP member from making 

normal enquiries about the client instructions and the proposed transaction in order to 

remove, if possible, any concerns and enable the IFSP member to decide whether to 

take on or continue the relationship.  

These enquiries will not amount to tipping off, unless the IFSP member knows or 

suspects that a report (internal or external) has already been made or is likely to be 

made, or that an investigation is current or pending and the enquiries are made in a 

way as to disclose these facts. 

What would also be classified as tipping off would be a situation where an IFSP 

member or his employee warns the client specifically about his reporting obligations 

when he suspects that he must report them or when he has filed a report. IFSP 

members and their employees should never tell a suspected criminal that they have 

uncovered his illegal activity. Furthermore the law prohibits Subject Persons from 

making any disclosure which is likely to prejudice the effectiveness of the attachment 

order or any investigation connected with it.
123

 

Great caution must be exercised by IFSP members to avoid any action or omission 

which could result in the offence of tipping-off and MLRO and/or CEO attention 

must be brought to bear in these instances in order to avoid incurring liability under 

Regulation 16. 

Should IFSP members encounter a doubt as to whether or not such situations would 

constitute tipping off, they are advised to seek guidance from legal counsel as to how 

they should act.  

                                                 

 

123
 Article 4(6A) of the Act 
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7.3.10 Exceptions to tipping off  

The following disclosures will not be considered as tipping off in terms of Regulation 

16: 

(i) disclosures to the supervisory authority relevant to that subject person, 

or to law enforcement agencies. 

(ii) disclosures by the MLRO of a subject person who undertakes relevant 

financial business to the MLRO of another person or persons 

undertaking equivalent activities and who form part of the same group of 

companies of the former subject person, whether situated domestically, 

within another Member State of the Community or in a reputable 

jurisdiction. 

(iii) disclosures by the MLRO of a subject person who undertakes activities 

under paragraph (a) or paragraph (c) of the definition of „relevant 

activity‟ to the MLRO of another person or persons undertaking 

equivalent activities, who perform their professional activities whether 

as employees or not, but within the same legal person or within a larger 

structure to which the subject person belongs and which share common 

ownership, management or compliance control whether situated 

domestically, within another Member State of the Community or in a 

reputable jurisdiction. 

(IV) disclosures between the same professional category of Subject Persons 

referred to in paragraph (ii) and paragraph (iii) above in cases related to 

the same customer and the same transaction that involves two or more 

institutions or persons, whether situated domestically, within another 

Member State of the Community or in a reputable jurisdiction, provided 

that such Subject Persons are subject to equivalent obligations as regards 

professional secrecy and personal data protection and, provided further 

that the information exchanged shall only be used for the purposes of the 

prevention of money laundering or the funding of terrorism. 

 

7.4  Training  

Regulation 4(1)(e) deals with the requirement for „training in the recognition and 

handling of transactions carried out by, or on behalf of, any person who may have 

been,  is, or appears to be, engaged in money laundering or the funding of terrorism.‟ 
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Apart from this requirement, IFSP members are to ensure that their employees
124

 are 

adequately trained with respect to the procedures and the provisions of the Act, 

Regulations and the relevant provisions in the Criminal Code. 

The level of training provided to individuals should however be appropriate to their 

role and seniority within the firm.  

In particular, Subject Persons are required to make employees aware of the 

procedures identified above (identification procedures, record-keeping procedures and 

internal reporting procedures, CDD procedures). Furthermore, such training should 

provide practical guidance in the recognition and handling of transactions. Training 

should also be provided on the firm‟s internal control procedures. Such employees are 

also to be made aware of the provisions of the Act and the Regulations.
125

  

Training given by members to their employees should also address tipping off issues, 

giving clear instructions of what constitutes tipping off and the consequences they 

would have to face if found guilty of this offence.  

IFSP members are required to provide ongoing training to their staff. Such training 

need not be performed in-house, although in many instances IFSP members may 

prefer to conduct training by this route. Due to the size of the practice, some IFSP 

members may find it impracticable or inefficient to follow the in-house route. It is 

recommended that IFSP members remain on the look-out, in particular, for training 

programs delivered by the FIAU or the relevant supervisory authorities 

As a matter of best practice it is advisable to retain documents in relation to training 

as laid out in 7.2.2: 

 have attendance sheets for every training programme and a requirement for 

attendees to sign. Such sheets are then to be filed on record by the company. 

 centralise records on training of employees. 

 keep a record of the training material. 

 

                                                 

 

124
 Regulation 4 (3) elaborates on the term „employees‟ as referring to those persons „whose duties 

include the handling of either relevant financial business or relevant activity‟. 

125
 Regulation 4(1)(d) (ii) 
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8 Territorial Jurisdiction  

The offence of money laundering may also be committed if an act or omission takes 

place abroad and such act or omission would have been a criminal offence had it been 

committed in Malta.
126

 IFSP members are therefore also required, when acting in the 

exercise of their profession, to report knowledge or suspicion of money laundering in 

relation to acts committed outside Malta if such acts would constitute an offence if 

committed in Malta. Ultimately IFSP members are under no obligation under the Act 

and the Regulations to acquaint themselves with acts which are criminal acts or with 

the money laundering legislation and offences giving rise to money laundering in 

other countries.  

The Act allows the FIAU to disclose any document or information, acquired in the 

performance of its duties, to an organisation outside Malta which it believes has 

functions, secrecy and confidentiality duties similar to those of the FIAU.
127

  

 

 

 

                                                 

 
126

 Regulation 2(1) provides the definition for money laundering. 

127
 Article 34(2) of the Act 
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9 Reputable Jurisdiction 

The Regulations define a “reputable jurisdiction” as meaning „any country having 

appropriate legislative measures for the prevention of money laundering and the 

funding of terrorism, taking into account that country‟s membership of, or any 

declaration or accreditation by, any international organisation recognised as laying 

down internationally accepted standards for the prevention of money laundering and 

for combating the funding of terrorism, and which supervises natural and legal 

persons subject to such legislative measures for compliance therewith.‟
128

  

The FIAU has issued guidance to assist practitioners in the interpretation of this 

concept as shown under Appendix F. In terms of this guidance, IFSP members may 

assume that EU and EEA Members States satisfy the criteria of a reputable 

jurisdiction.   

In terms of the Regulations deeming a jurisdiction to be reputable or not, is relevant in 

the following instances: 

 To apply simplified due diligence procedures as set out in Regulation 10
129

. 

As per Regulation 10(7), where the FIAU determines that a particular 

jurisdiction does not meet the criteria of a reputable jurisdiction as defined in 

Regulation 2, or where the FIAU is otherwise informed that a jurisdiction is 

not considered as meeting the criteria of a reputable jurisdiction, it shall, in 

collaboration with the relevant supervisory authorities, prohibit Subject 

Persons from applying the provisions for simplified CDD under this 

Regulation to all business relationships and transactions from that particular 

jurisdiction.  

 Place reliance on Subject Persons from that jurisdiction in terms of Regulation 

12
130

. According to Regulation 12(11), where the FIAU determines or is 

informed that a particular jurisdiction is not deemed to be reputable it shall in 

collaboration with the relevant authorities prohibit Subject Persons from 

relying on persons and institutions from that particular jurisdiction for the 

performance of customer due diligence requirements; 

                                                 

 

128
 Regulation 2 

129
 Refer to section 7.1.4.I in these Guidance Notes 

130
 Refer to section 7.1.5 in these Guidance Notes 
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 In determining the jurisdictions in which subject persons who carry out a 

financial business may establish branches or majority owned subsu=idiaries in 

terms of Regulation 6(1).  

 

 

 

One final recommendation: 

Comply with your legal obligations. Your reputation and that of 

Malta’s financial services sector depends on it! 
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AAPPPPEENNDDIIXX  AA..11::   IINNTTEERRNNAALL  RREEPPOORRTT  

 

1. Organisation Details 

Address 

 

 

 

 

Contact person 

 

 

Telephone 

 

 

Fax 

 

 

Date of Report 

 

 

Reference Number 

 

 

2. Client Details 

Company Name 

 

 

Address 

 

 

 

 

Contact person 

 

 

Telephone 

 

 

Fax  
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3. Description of services provided to the client 

 

 

 

 

 

 

 

 

 

4. Data on Shareholders 

Individuals 

Name 

 

 

Address of Residence 

 

 

 

 

Date of Birth 

 

 

Nationality 

 

 

Telephone 

 

 

Fax 

 

 

Occupation 
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Related Entities / Companies 

Company 

 

 

 

Domicile 

 

 

Telephone 

 

 

Fax 

 

 

Type of Business 

 

 

5. Data on Directors / legal representatives* 

Name  

 

 

Address of Residence 

 

 

 

 

 

 

 

 

Date of Birth 

 

 

Nationality 

 

 

Please list persons having power of attorney or authorised signatories in the annex 
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6. Data on the ultimate beneficial owner 

Is the ultimate beneficial owner identical 

with the client? 

 

If no,  

Name of beneficial owner 

 

Address of residence of beneficial owner 

 

 

 

 

 

7. Please describe how the suspicious activity, which prompted the 

report, took place. 
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8. Why is the activity suspicious? 

 

 

 

 

 

 

 

 

 

 

 

 

 

9. Which steps have been already taken (e.g. own investigations)? 
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10. Names and Signatures 

i) Name and signature of employee making the report 

 

 

 

 

 

 

ii) Name and signature of MLRO 

 

 

 

 

11. Annex 

i) Other documents proving the ultimate beneficial owner (if existent) 

 

 

 

 

ii) Data on Persons having representation 

 

 

 

iii) Statement of Assets and Liabilities as of the notification date 
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AAPPPPEENNDDIIXX  AA..22::  SSPPEECCIIMMEENN  SSTTRR  IISSSSUUEEDD  BBYY  TTHHEE  FFIIAAUU  

  

Company Name 

 

SUSPICIOUS TRANSACTION REPORT 

for Money Laundering and Financing of Terrorism 

 

 

Date                                                                       Report Ref. No. 

 

 

Check appropriate box:                            Initial Report                         Supplemental 

Report    

 

Previous connected reports:   Ref. No. _____________  Ref. No. _______________ 

 

 

Part 1 : Subject of Report * 

Full Name of Suspect (including 

aliases and/or nickname/s: 

 

 

Identification:  Type and document number  (If available, copy to be attached to this report): 

 

           Identity Card 

 

          Passport 

 

          Company 

Number 

 

         Other – 

Specify 

 

No. 

_________________ 

 

No. 

_________________ 

 

No. 

_________________ 

 

________________

____ 

Expires: 

_____________ 

Expires: 

_____________ 

Expires: 

_____________ 

Expires: 

_____________ 

  

                

    

   



IFSP Guidance Notes on the Prevention of Money Laundering and the Funding of Terrorism 

Second Edition 

85 

 

Address: 

 

 

 

Date of Birth / Registration:  

 

Occupation / Nature of Business: 

 

 

 

Nationality / Country of 

Incorporation: 

 

 

 

Date when Business Relationship 

was established: 

 

 

 

Type of Products 

(Accounts, Investments, Policies, 

Usernames, etc) held with 

institution, if any: 

(One product per 

box) 

 

 

(One product per 

box) 

 

 

(One product per 

box) 

 

 

Product/Relationship (Accounts, 

Investments, Policies, Usernames, 

etc) Number 

   

Date of Opening/Closing 

of Product (Account, Investment, 

Policy, etc.,) 

   

Balance as at report date: 

 

   

Name of the MLRO (in block letters) Signature of the MLRO 

 

 

* Subject Persons submitting STRs dealing with more than one subject should submit multiple 

copies of this page (Part 1) ensuring that the details of each subject are submitted on a separate 

page. 



IFSP Guidance Notes on the Prevention of Money Laundering and the Funding of Terrorism 

Second Edition 

86 

 

Part 2 : Suspicious Transaction/(Activity) 

 

 

Details of Sums arousing 

suspicions indicating source 

& currency used 

 

Date 

 

 

Amount 

 

 

Source 

 

 

 

This report should be accompanied by a covering letter on the subject person‟s letterhead, which must also be signed by 

the MLRO.  Any additional material that may be considered to be relevant and which may be of assistance to the FIAU, 

including bank statements, copies of cheques, forms, vouchers, telegraphic transfers, policies, details of associated 

accounts and products, copies of correspondence and agreements, should also be submitted. 

Explanation/description of suspicious transaction /activity 

The STR should be described in a complete and clear manner.  All facts should be given in a 

chronological order including what is unusual, irregular or suspicious about the transaction/activity 

being reported.  All relevant information used by the MLRO supporting documentation that is 

likely to assist the FIAU in its analysis should be attached to this report.  (Annex additional sheets 

if required.) 

 

List of Documents attached: 

 

 

 

 

 

 

 
Name of the MLRO (in block letters) 

 

MLRO‟S Signature 
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AAPPPPEENNDDIIXX  BB::  RRIISSKK  IINNDDIICCAATTOORRSS  

 

Customer Risk 

Below are lists of what may generally be considered to be low risk and high risk 

customers: 

Low Risk High Risk 

Domestic Foreign 

Listed Unlisted 

Public sector Private Sector 

Passive Operating 

Regulated Unregulated 

 PEPs 

 

Country Risks 

Focus is to be made not necessarily on the nationality of the customer but the 

jurisdiction where the business/ transaction takes place. By way of guidance members 

may wish to take the following risk indicators into account: 

 offshore financial havens,  

 countries known to engage in terrorism or organized crime,  

 countries suffering from civil war or regional conflict,  

 countries in which narcotics are usually produced, and  

 countries notorious for human rights infringements. 

 

Product and Service Risks 

Members would need to pay more attention when providing the following services: 

 complex structures,  

 trustee and fiduciary services,  

 company services provision and setting up 

 service provided to other entities that may obscure ownership or beneficial 

interest. 
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AAPPPPEENNDDIIXX  CC::    CCHHEECCKK--LLIISSTT  OONN  AACCCCEEPPTTAANNCCEE  OOFF  CCLLIIEENNTTSS  

 

Name  of Company: 

 

 

 

INFORMATION REQUIRED 

                              

INITIALS 

                                   

DATE 

 

 

Initial contact – Enquire as to where the potential client got our 

contact details from, and include details. 

 

  

 

Background Information (where applicable) 

 

Ensure that the minutes of the meeting(s) held or details from 

correspondence prior to provision of services have been noted 

and recorded. 

 

Place any other initial correspondence of importance in the 

client‟s folder 

 

 

  

 

Notes regarding structure 

 

Ensure that notes and structure diagram regarding the client are   

drawn up and kept in the client‟s folder. 
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Documents/Details to be obtained (where applicable) 

 

Where the applicant for business is a natural person 

 

Ensure that the applicant for business has provided us with:  

 

scanned/clear photocopies of their current passport or other valid 

identification document containing the official full name, the 

permanent residential address, the passport or identity reference 

number and the date of birth; 

 

confirmation of identity is evidenced by a written statement 

containing the following words: “I confirm that this document is 

a true copy of the original document and the photo is a true 

likeness of                                                                              

_______________  (insert name of client), seen and verified by 

me” and signed to that effect. Such statement should also be 

dated. 

 

If the prospective client does not visit the office, ensure that the 

copies of the passport/valid identification document has been 

certified by a reputable bank, lawyer, accountant or person of 

similar status in their country of residence;  

 

If such documents are in a foreign language that is not easily 

understood by the IFSP member, a translation of the document 

would be effected with a statement indicating a dated and signed 

certified true translation; 

 

Where a member of the IFSP member‟s staff has visited the 

„applicant for business‟ at his home address, ensure that there is 

a record of this as evidence corroborating that the individual 

lives at that address. 
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In the case of a legal person, ensure that we are provided with:  

  

a constitutional document such as Memorandum and Articles of 

Association, a Certificate of Incorporation or Registration 

and/or, a Certificate of Good Standing depending on the nature 

of the business relationship, capable of establishing the identity 

of the entity itself, its business activities and its permanent 

address;  

 

the identity of all directors; or where there are no directors, the 

identity of all such persons vested with the entity‟s 

administration and representation; 

 

the identification and verification of identity of all principal 

directors and of all qualifying shareholders (i.e. ultimately 

holding more than 25% of the entity) including where 

applicable, the identity of the beneficial owners of the qualifying 

shareholders; and  

 

when the entity is part of a larger group, a structure of the whole 

group shall be obtained in order to assist you in obtaining 

evidence of identity of the ultimate beneficial owners.  

 

  

Where a person is acting on behalf of another, ensure that we are 

provided with: 

  

identification as well as the verification of such identity is 

performed on both the principal and the agent; 

 

the applicant for business has produced the written authorisation 

by the principal.  
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Ensure that a public search such as a Google search and „World 

Check‟ is carried out in respect of an applicant for business.  

 

  

 

Search the prospective client‟s name on the Interpol website as 

well as the MFSA website. 

                 

  

 

Obtain details of the business/commercial history of    potential 

clients. 

 

  

 

Ensure identification of source of funds. 

 

  

Trusts 

 

At the creation of a trust 

 

Identification and verification of: settlor 

 

Trust created under a declaration of trust:  

 

Identification and verification of the person who in real or 

economic terms has provided the assets of the trust 

 

 

After the creation of the trust 

 

Identification and verification of: 
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the trustee 

beneficial owner 

the protector/s (if applicable) 

of which trust? 

 

Obtain the full or at least relevant extract of the trust deed 

 

Risk Indicators 

 

Ask questions in order to confirm whether the customer is likely 

to pose higher than average risk (Refer to Appendix B); 

 

Identify risk indicators such as: 

 

the customer background,  

country of origin,  

business activities,  

linked accounts or activities and  

public or other high profile positions; 

 

Carry out enhanced customer due diligence for higher risk 

customers. 

 

  

Politically Exposed Persons 

 

Ask questions to identify whether the client is a PEP: 

 

If PEP, have you carried out enhanced due diligence?  
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If the client is a PEP confirm whether s/he is a domestic or 

foreign PEP.  

 

If s/he is a foreign PEP, refer case to senior     management. 

 

Ask questions to identify whether the client is an immediate 

family member or a close associate of a PEP.  
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AAPPPPEENNDDIIXX  DD::  PPEENNAALLTTIIEESS  

 

Crime of Money Laundering  

The Act makes money laundering a criminal offence in Malta. Persons found guilty 

can be liable on conviction for fines not exceeding €2,329,373.40 or to imprisonment 

not exceeding 14 years or to both the fine and the imprisonment.
131

  

Note:  Under the Act an accomplice who is found guilty is liable to the same 

maximum penalties as the money launderer himself. 

Where the person found guilty of an offence of money laundering under the Act is an 

officer of a body corporate or is a person having a power of representation or having 

such authority and the offence of which that person was found guilty was committed 

for the benefit, in part or in whole, of that body corporate, the said person shall be 

deemed to be vested with the legal representation of the same body corporate which 

shall be liable to the payment of a fine (multa) of not less than €1,164.69 and not 

more than €1,164,686.70.
132

 

The court shall, in addition to any punishment to which the person convicted of an 

offence of money laundering under the Act may be sentenced and in addition to any 

penalty to which a body corporate may become liable, order the forfeiture in favour of 

the Government of the proceeds or of such property the value of which corresponds to 

the value of such proceeds whether such proceeds have been received by the person 

found guilty or by the body corporate and any property of or in the possession or 

under the control of any person found guilty as aforesaid or of a body corporate shall, 

unless proved to the contrary, be deemed to be derived from the offence of money 

laundering and liable to confiscation or forfeiture by the court: 

"proceeds" means any economic advantage and any property derived from 

or obtained, directly or indirectly, through criminal activity and includes 

any income or other benefit derived from such property.
133

 

 

 

 

                                                 

 

131
 Article 3(1) of the Act 

132
 Article 3 (4) of the Act 

133
 Article 3 (5) of the Act 
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Crime of Funding of Terrorism 

The punishment of imprisonment for a term not exceeding four years or to a fine 

(multa) not exceeding €11,646.87 or to both such fine and imprisonment will be 

awarded to whoever, is, convicted of: 

- receiving, providing or inviting another person to provide, money 

or other property intending it to be used, or which he has 

reasonable cause to suspect that it may be used, for the purposes of 

terrorism shall, on conviction, and unless the fact constitutes a 

more serious offence under any other provision of the Criminal 

Code or of any other law
134

. 

- being in possession of money or other property intending it to be 

used, or having reasonable cause to suspect that it may be used, for 

the purposes of terrorism
135

. 

- entering into or becoming concerned with funding arrangements 

when knowing or having reasonable cause to suspect that the 

money or other property will or may be used for the purposes of 

terrorism
136

. 

- facilitating retention or control of terrorist property
137

. 

Whosoever uses money or other property for the purposes of terrorism shall, on 

conviction, be liable to the punishment of imprisonment not exceeding twelve 

years.
138

 

Whosoever commits an act of terrorism shall be guilty of an offence and shall be 

liable on conviction to the punishment of imprisonment from five years to life. 

 

 

                                                 

 

134
 Criminal Code Article 328 F (1) 

135
 Criminal Code Article 328G(2) 

136
 Criminal Code Article 328H 

137
 Criminal Code Article 328I 

138
 Criminal Code Article 328G 
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Non-compliance with the duty procedures set out in the 

Regulations 

General Penalty 

If an IFSP member does not comply with the procedures set out in 

Regulation 4 s/he shall, on conviction be liable to a fine (multa) not 

exceeding €50,000 or to imprisonment for a term not exceeding two years, 

or to both such fine and imprisonment.
139

  

Where such offence is committed by a body or association of persons, 

every person who at the time of the offence was a director, manager, 

secretary or other similar officer of such body or other association, or was 

purporting to act in such capacity, shall be guilty of that same offence.
140

  

 

Administrative Penalty for bodies and association of persons 

Where the offence of non-compliance with the procedures mentioned in 

Regulation 4 is committed by a body or association of persons, (corporate 

or unincorporated), such body or association will, without prejudice to the 

general penalty, be also liable to an administrative penalty of not less than 

€1,200 and not more than €5,000. Such penalty may be imposed by the 

FIAU either as a one time penalty or on a daily cumulative basis until 

compliant. The cumulative penalty shall not however exceed €50,000.
141

 

 

An applicant for business who makes a false declaration or a false representation 

or who produces false documentation  

An applicant for business who makes a false declaration or a false representation or 

who produces false documentation for the purposes of Regulation 7 shall be guilty of 

an offence and shall be liable, on conviction, to a fine (multa) not exceeding fifty 

                                                 

 

139
 Regulation 4 (5) 

140
 Regulation 5 

141
 Regulation 5 (2) and (3)  
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thousand euro (€50,000) or to imprisonment for a term not exceeding two years or to 

both such fine and imprisonment.
142

 

 

Failure to Submit Timely Information to the FIAU 

A subject person who fails to submit timely information shall be liable to an 

administrative penalty of €250 to €2,500 (imposed by FIAU without recourse to Court 

hearing) which may be imposed either as a one time penalty or on a daily cumulative 

basis until compliance (accumulated penalty not to exceed €12,500).
143

 

 

Tipping Off 

Any official or employee of a subject person or supervisory authority liable on 

conviction to tipping off shall be awarded a fine (multa) not exceeding €50,000 or 

imprisonment for a term not exceeding 2 years or to both such fine and 

imprisonment.
144

 

 

Penalty for acting in contravention of an investigation order 

Where an investigation order has been made or applied for, whosoever, knowing or 

suspecting that the investigation is taking place, discloses that an investigation is 

being undertaken or makes any other disclosures likely to prejudice the said 

investigation shall be guilty of an offence and shall, on conviction, be liable to a 

fine(multa) not exceeding €11,646.87 or to imprisonment not exceeding 12 months, or 

to both such fine and imprisonment:  

Provided that in proceedings for this offence, it shall be a defence for the 

accused to prove that he did not know or suspect that the disclosure was 

likely to prejudice the investigation.
145

 

Any person who, having been ordered to produce or grant access to material shall, 

without lawful excuse (the proof whereof shall lie on him) wilfully fail or refuse to 

                                                 

 

142
 Regulation 7(10) 

143
 Regulation 15 (15) and(16) 

144
 Regulation 16 (1) 

145
 Article 4(2) of the Act 
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comply with such investigation order, or who shall wilfully hinder or obstruct any 

search for such material, shall be guilty of an offence and shall, on conviction, be 

liable to a fine (multa) not exceeding €11,646.87 or to imprisonment not exceeding 12 

months, or to both such fine and imprisonment.
146

 

Penalty for acting in contravention of an attachment order 

Where an attachment order has been made or applied for, whosoever, knowing or 

suspecting that the attachment order has been so made or applied for, makes any 

disclosure likely to prejudice the effectiveness of the said order or any investigation 

connected with it shall be guilty of an offence and liable to a fine (multa) not 

exceeding €11,646.87 or to imprisonment not exceeding 12 months, or to both such 

fine and imprisonment.
147

  

Any person who acts in contravention of an attachment order shall be guilty of an 

offence and shall, on conviction, be liable to a fine (multa) not exceeding €11,646.87 

or to imprisonment for a period not exceeding 12 months or to both such fine and 

imprisonment: 

Provided that where the offence consists in the payment or delivery to any 

person by the garnishee of any moneys or other movable property 

attached or in the transfer or disposal by the suspect of any movable or 

immovable property, the fine shall always be at least twice the value of 

the money or property in question.
148

 

 

Penalty for contravening court order 

Any person who acts in contravention of a court order shall be guilty of an offence 

and shall, on conviction, be liable to a fine (multa) not exceeding €11,646.87 or to 

imprisonment for a period not exceeding 12 months, or to both such fine and 

imprisonment, and any act so made in contravention of such court order shall be null 

and without effect at law.
149

 

                                                 

 

146
 Article 4(5) of the Act 

147
 Article 4(6A) of the Act 

148
 Article 4(10) of the Act 

149
 Article 6 of the Act 
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AAPPPPEENNDDIIXX  EE::  HHOOWW  TTOO  CCHHEECCKK  TTHHEE  IINNTTEEGGRRIITTYY  OOFF  AA  PPAASSSSPPOORRTT  

 

Is the applicant for business really the person s/he claims to be? 

 

Recommendations for efficient identification procedures
150

 

1.  Only accept documents without a cover. Ask the holder to take out the 

document. 

2.  Compare the photo in the document carefully with the presented person in 

front of you. 

3.  Compare whether the description of the personal data matches with the person 

in front of you. (gender, age, height, skin colour, etc…) 

4.  When comparing the photograph take care of the position of eyes, ears, nose, 

mouth and chin. 

5.  Check whether special characteristics of the person are clearly visible on the 

photo. 

6.  Check how the photograph is attached. 

7.  Check whether there is a second folio glued over the first or original folio. 

8.  Check for damages or visible alterations (letter-type, colour of ink, etc.). 

9.  IFSP members may also wish to consider utilizing the Passport Check through 

World-Check. 

 

                                                 

 

150
 World Check; www.world-check.com  

http://www.world-check.com/
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AAPPPPEENNDDIIXX  FF::  FFIIAAUU  GGUUIIDDAANNCCEE  NNOOTTEE    
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Useful sources from websites: 

 

 CIA World Factbook:  

https://www.cia.gov/library/publications/the-world-factbook/index.html  

 

 FATF : members and „blacklist‟  

http://www.fatf-

gafi.org/pages/0,2987,en_32250379_32235720_1_1_1_1_1,00.htm 

 

 OECD : uncooperative tax havens 

http://www.oecd.org/document/57/0,3343,en_2649_33745_30578809_1_1_1_

1,00.html  

 

 Transparency International‟s Corruption Perception Index 

http://www.transparency.org/policy_research/surveys_indices/cpi 

 

 International Narcotics Control Strategy Report 

http://www.state.gov/p/inl/rls/nrcrpt/2009/ 

 

 US State Department‟s list of major drug transit and major illicit drug 

producing countries 

http://www.state.gov/p/inl/rls/rpt/109777.htm  

 

 US Office of Foreign Assets Control 

http://www.treas.gov/offices/enforcement/ofac/sdn/index.shtml 

 

 World Bank 

http://www.worldbank.org/ 

 

 International Monetary Fund 

http://www.imf.org/ 

 

 Human Rights Organisations 

http://www.hrweb.org/resource.html 

 

 US FIU 

http://www.fincen.org/ 

 

 Securities Industry Association 

http://www.sia.com/ 

 

 NASD 

http://www.finra.org/index.htm 

 

 LexisNexis 

http://www.lexisnexis.com/antimoneylaundering/  

 

https://www.cia.gov/library/publications/the-world-factbook/index.html
http://www.fatf-gafi.org/pages/0,2987,en_32250379_32235720_1_1_1_1_1,00.htm
http://www.fatf-gafi.org/pages/0,2987,en_32250379_32235720_1_1_1_1_1,00.htm
http://www.oecd.org/document/57/0,3343,en_2649_33745_30578809_1_1_1_1,00.html
http://www.oecd.org/document/57/0,3343,en_2649_33745_30578809_1_1_1_1,00.html
http://www.transparency.org/policy_research/surveys_indices/cpi
http://www.state.gov/p/inl/rls/nrcrpt/2009/
http://www.state.gov/p/inl/rls/rpt/109777.htm
http://www.treas.gov/offices/enforcement/ofac/sdn/index.shtml
http://www.worldbank.org/
http://www.imf.org/
http://www.hrweb.org/resource.html
http://www.fincen.org/
http://www.sia.com/
http://www.finra.org/index.htm
http://www.lexisnexis.com/antimoneylaundering/
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 JMLSG 

http://www.jmlsg.org.uk 

 

 Providers of Electronic Identity Databases  

http://www.jmlsg.org.uk/bba/jsp/polopoly.jsp?d=773&a=9911 

 

 Regulators within EU Countries  

http://www.jmlsg.org.uk/bba/jsp/polopoly.jsp?d=773&a=9912 

 

 Regulators in FATF Countries  

o List of FATF regulators 

http://www.jmlsg.org.uk/bba/jsp/polopoly.jsp?d=773&a=9913  

 

 Other regulators  

o List of regulators in the Channel Islands. 

http://www.jmlsg.org.uk/bba/jsp/polopoly.jsp?d=773&a=9914 

 

 Malta Financial Services Authority (MFSA) 

www.mfsa.com.mt 

 

 Wolfsberg Group 

http://www.wolfsberg-principles.com/  

 

 World Check 

www.world-check.com 

 

 

 

 

 

http://www.jmlsg.org.uk/
http://www.jmlsg.org.uk/bba/jsp/polopoly.jsp?d=773&a=9911
http://www.jmlsg.org.uk/bba/jsp/polopoly.jsp?d=773&a=9912
http://www.jmlsg.org.uk/bba/jsp/polopoly.jsp?d=773&a=9913
http://www.jmlsg.org.uk/bba/jsp/polopoly.jsp?d=773&a=9914
http://www.mfsa.com.mt/
http://www.wolfsberg-principles.com/
http://www.world-check.com/
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