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Outsourcing
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• The revised IPs dedicate a chapter to outsourcing.

• Outsourcing vs reliance

• Conditions and extent for outsourcing

• Responsibility of the subject person

• Risks in outsourcing and mitigation to put in place
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• A subject person may engage a third party to carry out an 

activity, process or service that would typically be carried 

out by the subject person.

• The following activities may be outsourced to third 

parties:

• The implementation of risk assessments

• The implementation of CDD procedures

• The implementation of record keeping obligations

Outsourcing
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• The subject person remains responsible for the AML/CFT 

obligations at all times.

• The appointment of the MLRO and the officer in charge of the 

monitoring function cannot be outsourced.

• The subject persons may still outsource a third party to flag 

unusual transactions that may become the subject of an internal 

report to the MLRO or engage consultants to assist in the 

determination of whether a STR is to be filed or otherwise.
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• Risk Assessment - the identification and assessment of the risks of 

MLFT. The documentation of the risk assessment

• Policies, controls and procedures which address the risks identified 

in the said risk assessment

Outsourcing
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Customer Due Diligence 

• the identification & verification of the customer

• the identification & verification of the beneficial owners (where 

applicable)

• Obtaining the information on the purposes and intended nature of the 

business relationship.

• Conducting ongoing monitoring
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• The IPs specify conditions which need to be met for outsourcing to 

be permissible. The subject person must:

1. Make an assessment of any potential ML/FT risks due to the 

proposed outsourcing 

2. Maintain a written record if the assessment

3. Monitor the perceived risk

Outsourcing
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• The following conditions need to be met:

• The outsourcing does not negatively prejudice the ability of the subject 

person to comply with its obligations at law and the effectiveness of the 

subject person’s compliance and audit functions, nor will the outsourcing 

impede the effective supervision of the subject person by the FIAU or the 

compliance by the subject person with any obligation related to the 

analytical function of the FIAU; 

• The third party has the necessary resources, qualifications, skills and 

authorisations (if required) at its disposal to effectively carry out the 

measures and procedures it is to perform on behalf of the subject person; 

• The manner in which the third party proposes to implement the General 

Outsourced Activities on behalf of a subject person is in line with all 

applicable legal requirements and the subject person’s own policies and 

procedures; 
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• The third party is in good standing, there being no adverse 

information in its regard, and it is located and operating from Malta, 

an EU Member State or another reputable jurisdiction; and 

• The third party is not subject to any obligation which would lead to a 

breach of any data protection, professional secrecy, confidentiality or 

non-disclosure obligation to which the subject person has to adhere. 

Outsourcing 
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• An agreement between the subject person and the third party needs to be in 

place and needs to include the following:

• The activities being outsourced

• The monitoring of the service provider

• The rights and obligations of both parties

• Termination clauses and terms that would become applicable

• Ownership of data, information and reports/documentation

• Processing of personal data and taking into account data protection laws

• Any sub-contracting arrangements by third parties need to be agreed and 

approved by the subject person

• Access to third party by FIAU
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Guidance FCA:

• The risk of reduced control over people and systems used in 

outsourced activities

The following should be carried out in order to mitigate such risks:

• Outsourcing will work well where governance and oversight are robust 

and the subject persons perform effective audits of the third parties

• Systematic oversight and follow-up of any weakness identified during 

audits

Outsourcing 
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• Effective oversight includes dip-sampling files to establish that CDD 

processes including sanction and PEP screening are performed 

correctly

• Conducting file reviews

A subject person cannot contract out its regulatory obligations 

and should take reasonable care to supervise the discharge of 

outsourced functions.
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• There are a number of obligations in the PMLFTR 

which require the assessment by subject persons to 

determine whether a jurisdiction is non-reputable as 

defined in the Regulations

any jurisdiction having deficiencies in its national anti-money 

laundering and counter funding of terrorism regime or having 

inappropriate and ineffective measures for the prevention of 

money laundering and the funding of terrorism, taking into 

account any accreditation, declaration, public statement or 

report issued by an international organisation which lays down 

internationally accepted standards for the prevention of money 

laundering and for combating the funding of terrorism or which 

monitors adherence thereto, or is a jurisdiction identified by the 

European Commission in accordance with Article 9 of Directive 

(EU) 2015/849 

Jurisdictions – VFA context

14

• VFA Agents – to consider the specific risks presented by 

the VFA issuers and licence holders that they service or 

intend to service, amongst others the jurisdictional risks

• Customer of VFA agent, issuer & Licence Holders has no 

safeguards against the unverifiable IP Address or 

geographical location

• The VFA issuer of license holder does not have in place 

mechanism to be able to determine the jurisdiction from 

which its services are accessed and control access thereto

• The ability to establish the jurisdiction of each customer 

and business relationship or occasional transaction
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The European Commission has the power to list high risk countries with 

AMLFT strategic deficiencies.

The FATF issues two public documents (three times a year):

• Public Statement 

• Improving Global AML/CFT Compliance: On-going Process

Non-Reputable Jurisdictions

16

Category 1 Jurisdictions that have strategic AML/CFT 

deficiencies and to which counter-measures 

apply

Category 2 Jurisdictions with strategic AML/CFT 

deficiencies that have not made sufficient 

progress in addressing the deficiencies or 

have not committed to an action plan 

developed with the FATF to address the 

deficiencies

Category 3 Jurisdictions with strategic AML/CFT 

deficiencies that have developed

an action plan with the FATF and have 

made a high-level political

commitment to address their AML/CFT 

deficiencies
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When dealing with a non-reputable jurisdiction in respect of which there has 

been an international call for counter-measures, subject persons are obliged to 

notify the FIAU – and follow the FIAU’s directions, which may be:

• to terminate the business relationship;

• not to undertake an occasional transaction;

• any other counter-measure the FIAU deems fit and proper

Jurisdictions

18

• The extent of ML/TF risk associated with individual countries may also be 

assessed through other sources, for example, Sanctions, FATF high-risk and 

non-cooperative jurisdictions2, FATF Mutual Evaluation Reports, Transparency 

International Corruption Perceptions Index and FCO Human Rights Report

• An MLRO should ensure that the firm obtains, and makes appropriate use of, 

any government or FATF findings concerning the approach to money 

laundering prevention in particular countries or jurisdictions. This is 

especially relevant where the approach has been found to be materially 

deficient by FATF. Reports on the mutual evaluations carried out by the FATF 

can be found at www.fatf-gafi.org. Other sources of information include IMF 

and World Bank reports.
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• Subject persons are required to manage the ML/FT risks amongst others 

posed by countries and geographical areas. Therefore a risk assessment of 

different jurisdictions needs to be carried out by the subject person. The risk 

assessment will impact the following:

• Application of SDD/EDD measures

• Reliance 

• Outsourcing

• Equivalent relevant financial business 

• SOW/SOF

• RBA PEPs

International Sanctions

20

• Subject persons are to ensure not to support individuals, entities or 

activities which are subject to sanctions issued by the United Nations 

Security Council and by the European Union. The US Sanctions are not 

legally binding in Malta, however the IPs and the MFSA encourage 

subject persons and licence holders to take them into consideration.

• Sanctions vary in nature:

• Diplomatic

• Economic 

• Military 
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• In Malta sanctions are implemented in terms of the National Interest 

(Enabling Powers) Act.

• The Sanctions Monitoring Board is established by the National Interest 

(Enabling Powers) Act and it has the overall function of monitoring the 

implementation and operation of sanctions legislation in Malta.

Sanctions

22

• Anonymity risk factor with VCs:

• The evasion of international sanctions

• The customer is using a state-sponsored VFA which is designed 

to evade international financial sanctions
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• VFA agents, VFA issuers and VFA Licence Holders are required to 

carry out sanction screening in order to ensure that they do not in 

any way support activities, individuals or entities which are subject to 

sanctions or other restrictive measures. 

• Financial sanctions typically impose a requirement on any person and 

entity to:

o Freeze the funds, financial assets or economic resources owned or 

controlled, directly or indirectly by designated persons or entities; 

International Sanctions

24

o Ensure that any funds, financial assets or economic resources 

are not made available to or for the benefit of designated 

persons or entities. 

• Any positive hits are to be reported to: (1) the Sanctions 

Monitoring Board; (2) the FIAU; and (3) the MFSA.
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Thank you
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