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Activities Covered by VFA
Act
•

VFA Service Providers – Article 13

•

VFA Agents – Article 7 and 14

•

Issuers of VFAs – Article 3

•

Admission of VFA to trading – Article 3 and 8
5

Activities Covered by VFA
Act
VFA Service Providers – Article 13
•

Article 13 providers that: “No person shall
provide, or hold itself out as providing, a
VFA service in or from within Malta unless
such person is in possession of a valid licence
granted under this Act by the competent
authority”
6
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Activities Covered by VFA
Act

VFA Services
•
Reception and Transmission of Orders
•
Execution of Orders
•
Dealing on Own Account
•
Portfolio Management
•
Custodian/ Nominee Services
7

Activities Covered by VFA
Act
VFA Services
•
Investment Advice (personal
recommendation)
•
Placement
•
VFA Exchange
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Activities Covered by VFA
Act
VFA Agents – Article 7 and 14
•

Article 7(4) provides that: “Articles 13, 14(1)
and (2), 15(1), (2)(a), (3) and (5) to (8), 17 to
28 and 31 shall apply to VFA agents mutatis
mutandis and to such extent as may be
specified in the regulations made or rules
issued under the VFA Act
9

Activities Covered by VFA
Act
VFA Agents – Article 7 and 14 (contd.)
•

Proviso to Article 14(3) provides that:
“Provided that article 7 shall apply to VFA
agents appointed in terms of this article
mutatis mutandis.”

10
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Activities Covered by VFA
Act
VFA Agents – Article 7 and 14 (contd.)
•

So concept of “in or from within Malta”
applies equally to VFA Agents.

•

Article 13 refers to “licence”. VFA Act also
makes numerous references to “registration”
in respect of VFA Agents.
11

Activities Covered by VFA
Act
Issuers of VFAs – Article 3
•

No issuer shall:
A. offer a virtual financial asset to the
public in or from within Malta or
B. apply for a virtual financial asset’s
admission to trading on a DLT exchange
12
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Activities Covered by VFA
Act
Issuers of VFAs – Article 3 (contd.)

unless such issuer draws up a whitepaper
which (a) complies with the requirements
of article 4; and (b) is registered in
accordance with article 3(2) i.e. filed with
MFSA 10 working days prior to its issue
13

Activities Covered by VFA
Act

Admission of VFA to trading – Article 3 and 8
•

Article 8(1) provides that: “A person may
apply for admission of its virtual financial
assets to trading on a VFA exchange in
accordance with the provisions of any
regulations made or rules issued under
this Act
14
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Activities Covered by VFA
Act

Admission of VFA to trading – Article 3 and 8
•

Important proviso to Article 8(2): “Provided
that the provisions of article 3(1) and of
this subarticle shall not apply in so far as
the said virtual financial assets have been
admitted to trading irrespective of the
issuer’s will”
15

Role of VFA Agent
•
•
•

Role defined in Article 7 of the VFA Act
and further explained in VFA Rules
Initial and Ongoing role for Issuers of
VFAs
Initial Role for VFA Service Providers
mainly during authorisation phase
16
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Role of VFA Agent
•
•
•

Viewed as an extension to MFSA.
Expected to carry out extensive due
diligence on Issuers and VFA Service
Providers.
Liaison between MFSA and Issuer/ VFA
Service Provider.
17

The Financial Instrument
Test
•

The VFA Act provides that a “DLT asset” is:
i. a virtual token;
ii. a virtual financial asset;
iii. electronic money; or
iv. a financial instrument,
that is intrinsically dependent on, or utilises
DLT.
18
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The Financial Instrument
Test
•

•

Unlike what the name implies the Financial
Instrument Test is used for the purposes of
the classification a DLT Asset as a: (A) a
virtual token; (B) virtual financial asset; (C)
electronic money; or (D) a financial
instrument.
The FI Test is essentially an excel file and a
guidance note issued by the MFSA.
19

The FI Test – E Money
•

•

The VFA Act, refers to the Financial
Institutions Act for the definition of
electronic money
We need to determine whether the DLT
Asset qualifies as electronic money

20
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The FI Test – E Money
•

"electronic money" means electronically,
including magnetically, stored monetary value
as represented by a claim on the issuer which
is issued on receipt of funds for the purpose
of making payment transactions .... and which
is accepted by a natural or legal person other
than the financial institutions that issued the
electronic money
21

The FI Test – E Money
•

MFSA Guidance Note looks at the following
attributes:
i.
Is the DLT issued by the issuer on
receipt of funds at par value, and
redeemable at par value with the issuer
upon request of the holder? [YES]
22
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The FI Test – E Money
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the holder of the DLT Asset have a
claim against the issuer’s assets arising
from the funds originally placed against
the issuance of such DLT assets? [YES]
23

The FI Test – E Money
•

MFSA Guidance Note looks at the following
attributes:
iii. Is the DLT Asset used for the purpose
of a payment transaction, which may be
initiated by the payer or by the payee,
of placing, transferring or withdrawing
funds, irrespective of any underlying
obligations between the payer and the
24
payee? [YES]
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The FI Test – E Money
•

For a DLT asset to qualify as Electronic
Money, (a) the DLT asset should not fall
within the exemption specified in Article 3(k)
of Directive (EU) 2015/2366 and (b) the
payment transaction should not fall within
the exemption specified in Article 3(k) of the
said Directive - Limited Network Exemption.
25

The FI Test – Virtual Token
•

“virtual token” means a form of digital
medium recordation whose utility, value or
application is restricted solely to the
acquisition of goods or services, either solely
within the DLT platform on or in relation to
which it was issued or within a limited
network of DLT platforms:
26
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The FI Test – Virtual Token
Provided that the term ''DLT platform''
referred to in this definition shall exclude
DLT exchanges.
Provided further that a virtual token which is
or may be converted into another DLT asset
type shall be treated as the DLT asset type
into which it is or may be converted.
27

The FI Test – Virtual Token
•

MFSA Guidance Note looks at the following
attributes:
i.

Does the Token Standard allow the DLT asset’s
conversion into another DLT asset type? Token
Standard is a technical specification that defines
a common list of rules applying to every DLT
asset on a particular DLT network and by which
every DLT asset interacts with others on the said
network [NO]
28
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The FI Test – Virtual Token
•

MFSA Guidance Note looks at the following
attributes:
ii.

Does the Token Standard support Atomic
Swapping or any other type of interoperability
outside (i) the DLT platform on or in relation to
which it was issued or (ii) a limited network of
DLT platforms? [NO]
29

The FI Test – Virtual Token
•

MFSA Guidance Note looks at the following
attributes:
iii.

Does the issuer intend to list or admit a DLT
asset to trading on an exchange, either locally
or abroad? [NO]

iv.

Is the DLT Asset a form of digital medium
recordation whose utility, value or application
is restricted solely to the acquisition of goods
or services? [YES]
30
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The FI Test – Fin.
Instrument
•

•

“financial instrument” shall have the same
meaning assigned to it under the Second
Schedule to the Investment Services Act,
whether or not issued in Malta
Covers: (A) Transferable Securities, (B) Money
Market Instruments, (C) Collective
Investment Schemes, (D) Financial Derivative
Instruments and (E) Emissions Allowances.
31

The FI Test – Fin. Instr. (TS)
A. Transferable Securities
•
Focus on (A) Maturity, (B) Features of the DLT
Asset, (C) Exchangeability and (D) whether it
classifies as an instrument of payment.

32
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The FI Test – Fin. Instr. (TS)
•

MFSA Guidance Note looks at the following
attributes:
i. Does the DLT Asset have a maturity at
issuance greater than 397 days? [YES];

33

The FI Test – Fin. Instr. (TS)
•

MFSA Guidance Note looks at the following
attributes:
ii. Is DLT asset used to initiate / conclude a
transaction to buy goods/ services as
agreed between two or more parties and
accordingly functions as a means of
payment/ medium of exchange i.e. acts
as an instrument of payment? [NO]
34
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The FI Test – Fin. Instr. (TS)
•

MFSA Guidance Note looks at the following
attributes:
iii. Is DLT Asset negotiable or capable of
being traded on the capital market? [YES]

35

The FI Test – Fin. Instr. (TS)
•

MFSA Guidance Note looks at the following
attributes:
iv. Does the DLT Asset exhibit any of the
following features [YES]:
1. Right to participate in the capital of the
issuer
2. Right to receive proceeds from the
liquidation of issuer in excess of nominal
36
value
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The FI Test – Fin. Instr. (TS)
•

MFSA Guidance Note looks at the following
attributes:
iv. Does the DLT Asset exhibit any of the
following features [YES]:
3. Entry in the register of shareholders
4. Right to a principal amount due of fixed
sum with fixed/ variable maturity
37

The FI Test – Fin. Instr. (TS)
•

MFSA Guidance Note looks at the following
attributes:
iv. Does the DLT Asset exhibit any of the
following features [YES]:
5. Entry in the register of debenture holders
6. Right to acquire or sell a transferable
security
38
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The FI Test – Fin. Instr. (TS)
•

MFSA Guidance Note looks at the following
attributes:
iv. Does the DLT Asset exhibit any of the
following features [YES]:
7. Right to an amount settled in cash
determined by reference to transferable
securities, currencies [FIAT], interest rates
or yields, commodities or other indices or
39
measures

The FI Test – Fin. Instr.
(MMI)

B. Money Market Instrument
•
Focus on (A) Maturity, (B) Features of the DLT
Asset, (C) Exchangeability and (D) whether it
classifies as an instrument of payment.

40
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The FI Test – Fin. Instr.
(MMI)
•

MFSA Guidance Note looks at the following
attributes:
i. Does the DLT Asset have a maturity at
issuance less than 397 days? [YES];

41

The FI Test – Fin. Instr.
(MMI)
•

MFSA Guidance Note looks at the following
attributes:
ii. Is DLT asset used to initiate / conclude a
transaction to buy goods/ services as
agreed between two or more parties and
accordingly functions as a means of
payment/ medium of exchange i.e. acts
as an instrument of payment? [NO]
42
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The FI Test – Fin. Instr.
(MMI)
•

MFSA Guidance Note looks at the following
attributes:
iii. Is DLT Asset negotiable or capable of
being traded on the capital market? [YES]

43

The FI Test – Fin. Instr.
(MMI)
•

MFSA Guidance Note looks at the following
attributes:
iv. Does the DLT asset qualify as a derivative
[NO]
v. Can the value of the DLT Asset be
accurately determined at any point in
time [YES]
44
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The FI Test – Fin. Instr.
(MMI)
•

MFSA Guidance Note looks at the following
attributes:
vi. Does the DLT Asset exhibit any of the
following features [YES]:
1. The DLT asset gives rise to an or offbalance sheet obligation towards the
issuer;
2. Entry in the register of debenture holders
45

The FI Test – Fin. Instr. (CIS)
C. Collective Investment Schemes
•
Focus on (A) Purpose and (B) Arrangement/
Structure.
•
Structures that pursue a commercial or
industrial activity should not be deemed to be
undertaking “collective investment of capital”
46
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The FI Test – Fin. Instr. (CIS)
•

MFSA Guidance Note looks at the following
attributes:
i.

Does the DLT Asset qualify as (A) a unit in a
scheme or arrangement which has as its
object or as one of its objects the collective
investment of capital and (B) where the
capital is raised through offer of DLT assets
for subscription, sale or exchange from one
or more investor [YES]
47

The FI Test – Fin. Instr. (CIS)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT Asset exhibit any of the
following features [YES]:
1. The contributions of the participants and
the profits or income out of which
payments are to be made to them are
pooled;
48
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The FI Test – Fin. Instr. (CIS)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT Asset exhibit any of the
following features [YES]:
2. Units are or are to be repurchased or
redeemed out of the assets of the scheme
or arrangement, continuously or in blocks
at short intervals at the request of the
49
holders;

The FI Test – Fin. Instr. (CIS)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT Asset exhibit any of the
following features [YES]:
3. Units are, or have been, or will be issued
continuously or in blocks at short
intervals
50
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The FI Test – Fin. Instr.
(FDIs)

D. Financial Derivative Instruments
•
Focus on (A) Contract Type, (B) Underlying
and (C) Settlement terms and in some
instances (D) Purpose.
•
Main categories: options, futures, forwards,
swaps and CFDs.
51

The FI Test – Fin. Instr.
(FDIs)
•
•

FDI test is based on the list of financial
instruments under MIFID
7 different categories of FDIs – Paras C(4) to
C(10) of Section C of Annex 1 to MIFID II

52
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The FI Test – Fin. Instr.
(FDIs)

Para C(4):
•
Options, futures, swaps, forward rate
agreements and any other derivative
contracts relating to securities, currencies,
interest rates or yields, emission allowances
or other derivatives instruments, financial
indices or financial measures which may be
settled physically or in cash;
53

The FI Test – Fin. Instr. (FDI)
•

MFSA Guidance Note looks at the following
attributes:
i.

Is the DLT Asset an option, future, forward
rate agreement, swap or other financial
derivative instrument? [YES]

54
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The FI Test – Fin. Instr. (FDI)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT asset give rise to an economic
exposure based on one of the following
underlying assets: securities, currencies,
interest rates or yields, emission allowances,
other derivative instruments, financial indices
or financial measure? [YES]
55

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
iii. Is the DLT Asset settled physically or in cash?
[YES]

56
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The FI Test – Fin. Instr.
(FDIs)

Para C(5) to C(7):
•
C(5): Options, futures, swaps, forwards and
any other derivative contracts relating to
commodities that must be settled in cash or
may be settled in cash at the option of one of
the parties other than by reason of default or
other termination event.
57

The FI Test – Fin. Instr.
(FDIs)

Para C(5) to C(7):
•
C(6): Options, futures, swaps, and any other
derivative contract relating to commodities
that can be physically settled provided that
they are traded on a regulated market, a MTF,
or an OTF, except for wholesale energy
products traded on an OTF that must be
physically settled.
58
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The FI Test – Fin. Instr.
(FDIs)

Para C(5) to C(7):
•
C(7): Options, futures, swaps, forwards and
any other derivative contracts relating to
commodities, that can be physically settled
not otherwise mentioned in point 6 of this
Section and not being for commercial
purposes, which have the characteristics of
other derivative financial instruments;
59

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
i.

Is the DLT Asset an option, future, forward
rate agreement, swap or other financial
derivative instrument? [YES]

60
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT asset give rise to an economic
exposure based on the following underlying
asset: commodities? [YES]

61

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
iii. Is the DLT Asset settled in one of the
following manners: [YES]
1. settled in cash or may be settled in cash
at the option of one of the parties other
than by reason of default or other
termination event
62
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
iii. Is the DLT Asset settled in one of the
following manners: [YES]
2. physically settled provided that they are
traded on a regulated market, MTF or an
OTF, except for wholesale energy
products traded on an OTF, that must be
63
physically settled

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
iii. Is the DLT Asset settled in one of the
following manners: [YES]
3. physically settled and not having the
features of (2) above (previous slide) and
have the characteristics of Other
Derivative Financial Instruments
64

32

20/09/2018

The FI Test – Fin. Instr.
(FDIs)

Para C(8):
•
Derivative instruments for the transfer of
credit risk

65

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attribute:
i. Is the DLT Asset designed and/or used for
the sole purposes of and/or result in the
transferring of credit risk from one party
to another [YES]
66
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The FI Test – Fin. Instr.
(FDIs)

Para C(9):
•
Financial contracts for differences.

67

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attribute:
i.

Is the DLT Asset termed as a CfD or give the
holder an economic exposure, which can be long
or short, to (i) the difference between the price of
an underlying asset at the start of the contract
and the price when the contract is closed or (ii)
the difference in the price of two different
underlying assets? [YES]
68
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The FI Test – Fin. Instr.
(FDIs)
Para C(10):
•

Options, futures, swaps, forward rate agreements
and any other derivative contracts relating to
climatic variables, freight rates or inflation rates
or other official economic statistics that must be
settled in cash or may be settled in cash at the
option of one of the parties other than by reason
of default or other termination event,...
69

The FI Test – Fin. Instr.
(FDIs)
Para C(10):
•

...as well as any other derivative contracts relating
to assets, rights, obligations, indices and
measures not otherwise mentioned in this
Section, which have the characteristics of other
derivative financial instruments, having regard to
whether, inter alia, they are traded on a regulated
market, OTF, or an MTF
70
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
i.

Is the DLT Asset an option, future, forward
rate agreement, swap or other financial
derivative instrument? [YES]

71

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT asset give rise to an economic
exposure based on the following underlying
asset
1. climatic variables
2. freight rates or inflation rates
3. other official economic statistics
72
4. telecommunications bandwidth
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT asset give rise to an economic
exposure based on the following underlying
asset
5. commodity storage capacity
6. transmission or transportation capacity
relating to commodities, whether cable,
73
pipeline or other means

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT asset give rise to an economic
exposure based on the following underlying
asset
7. an allowance, credit, permit, right or
similar asset which is directly linked to
the supply, distribution or consumption
of energy derived from renewable 74
resources
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT asset give rise to an economic
exposure based on the following underlying
asset
8. a geological, environmental or other
physical variable
75

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT asset give rise to an economic
exposure based on the following underlying
asset
9. any other asset or right of a fungible
nature, other than a right to receive a
service, that is capable of being
76
transferred
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT asset give rise to an economic
exposure based on the following underlying
asset
10. an index or measure related to the price
or value of, or volume of transactions in
any asset, right, service or obligation
77

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
ii. Does the DLT asset give rise to an economic
exposure based on the following underlying
asset
11. any other asset or right of a fungible
nature, other than a right to receive a
service, that is capable of being
78
transferred
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
iii. Does the DLT Asset satisfy one of the
following criteria: [YES]
1. settled in cash or may be settled in cash
at the option of one of the parties other
than by reason of default or other
termination event
79

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
iii. Does the DLT Asset satisfy one of the
following criteria: [YES]
2. be traded on a regulated market, a MTF,
an OTF, or a third country trading venue
that performs a similar function to a
regulated market, MTF or an OTF?

•

80
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
iii. Does the DLT Asset satisfy one of the
following criteria: [YES]
3. have the characteristics of Other
Derivative Financial Instruments

81

The FI Test – Fin. Instr.
(FDIs)

Other Derivatives relating to currencies:
•
Source: Article 10 (1) of the MIFID II Commission
Delegated Regulation (EU) 2017/565

82
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
i.

Spot Contract: Are the terms of the DLT asset,
which is designed/used for the purposes of
exchanging one fiat currency to another fiat
currency, such that delivery of the fiat currency is
scheduled to be made within the longer of the
following periods: (a) 2 trading days for major
currency pairs, ...
83

•

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
i.

•

... (b) for any pair of currencies where at least one
currency is not a major currency[3], the longer of
2 trading days[2] or the period generally accepted
in the market for that currency pair as the
standard delivery period, or (c) where such DLT
asset is used for the main purpose of the...
84
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
i.

... sale or purchase of a transferable security or a
unit in a collective investment undertaking, the
period generally accepted in the market for the
settlement of that transferable security or a unit
in a collective investment undertaking as the
standard delivery period or 5 trading days,
whichever is shorter? [NO]
85

The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
ii.

Does the DLT asset qualify as a means of
payment where it is understood that such DLT
asset relates to a direct and unconditional
exchange of those fiat currencies and which
satisfies all of the following criteria: (a) is settled
physically otherwise than by reason of a...
86
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The FI Test – Fin. Instr.
(FDIs)
•

MFSA Guidance Note looks at the following
attributes:
ii.

...default or other termination event, (b) is
entered into by at least a person which is not a
financial counterparty, (c) is entered into in order
to facilitate payment for identifiable goods,
services or direct investment and (d) is not traded
on a trading venue [NO]
87

The FI Test – Fin. Instr.
(FDIs)

Other Derivative Financial Instruments:
•
Source: Article 7 (1) of the MIFID II Commission
•

Delegated Regulation (EU) 2017/565
The Guidance Note sets out specific criteria for
the determination whether the DLT Asset
qualifies as “Other Derivative Financial
Instruments.

88
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The FI Test – Emissions
Allow.

E. Emissions Allowances
•
Focus on (A) Issuer, (B) Manner in which it is
issued

89

The FI Test – Emissions
Allow.
•

MFSA Guidance Note looks at the following
attributes:
i. Is the DLT Asset issued by the national
competent authority in terms of Directive
2003/87/EC for the purposes of Directive
2003/87/EC [YES].
90
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The VFA Regulations & Rulebook
Dr Diane Bugeja
19 September 2018

Agenda
• VFA Regulations
• Rules for VFA Agents
• IVFAOs and Rules for VFA Issuers
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VFA Regulations

SCOPE
• VFA SERVICES LICENCE CLASSES
• LICENCE FEES
• EXEMPTIONS FROM LICENCE
• ADVERTISEMENTS REQUIREMENTS
• CONTROLS OF ASSETS
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VFA REGULATIONS
CHAPTER 1
VFA AGENTS
VIRTUAL
FINANCIAL ASSETS
ACT

VFA
RULEBOOK

CHAPTER 2
VFA ISSUERS
CHAPTER 3
VFA
LICENCEES

VFA
REGULATIONS

95

LICENCE CLASSES
VFAA Class 1

Licence holders authorised to receive and transmit orders and, or provide
investment
advice in relation to one or more VFAs and, or the placing of VFAs.

VFAA Class 2

Licence holders authorised to provide any VFA service and to hold or control clients’
money, but not to operate a VFA exchange or deal for their own account.

VFAA Class 3

Licence holders authorised to provide any VFA service and to hold or control clients’
money, but not to operate a VFA exchange.

VFAA Class 4

Licence holders authorised to operate a VFA exchange and to hold or control clients’
money, VFAs and, or private cryptographic keys and custodian or nominee services
solely in relation to the operation and activities of such VFA exchange.
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LICENCE FEES
CLASS

APPLICATION FEES

SUPERVISORY FEES

For revenue up to €50,000
€2,750

Further tranches of €50,000 up to a maximum,
of €1,000,000
€350 per tranche (or part thereof)

VFAA CLASS 1

€3,000

VFAA CLASS 2

€5,000

For revenue up to €250,000
€4,500

Further tranches of €250,000 up to a
maximum, of €5,000,000
€400 per tranche (or part thereof)

VFAA CLASS 3

€7,000

For revenue up to €250,000
€6,000

Further tranches of €250,000 up to a
maximum, of €50,000,000
€400 per tranche (or part thereof)

VFAA CLASS 4

€12,000

For revenue up to €1,000,000
€25,000

Further tranches of €1,00,000 up to a
maximum, of €100,000,000
€2,500 per tranche (or part thereof)

LICENCE FEES
APPLICATION FEE

Payable upon submission of the
licence application (irrespective of whether
licence is granted or otherwise).

SUPERVISORY FEE

Payable upon submission of the annual
audited financial statements;

submission of annual
statements.

BUT 1st annual supervisory fee falling due
and payable immediately upon issue of licence,
pro-rata to period remaining between
issue date and date of
audited financial
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LICENCE EXEMPTIONS
The VFA Regulations set out exemptions from the requirement to obtain a
VFA Service Provider License:
LICENCED UNDER THE ISA ACT

• FULL EXEPTIONS
• PARTIAL EXEMPTIONS

OR
OBJECTIVE NATURE OF SERVICE
PROVIDED

• MERE NOTIFICATION REQUIREMENT
• PRIOR APPROVAL REQUIREMENT

OR
SUBJECTIVE NATURE OF SERVICE
PROVIDER

LICENCE EXEMPTIONS
FULL EXEMPTIONS INCLUDE:
Persons dealing on own account
• Whereby dealing on own account means the trading by a person in its own name and
against proprietary capital resulting in the conclusion of transactions in one or more VFAs
• unless such persons are market markers, or dealing on account when executing client
orders

Parent-Subsidiary or Group Relationships
• Providing VFA Services exclusively for their parent, subsidiary, or other subsidiaries of their
parent undertaking
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LICENCE EXEMPTIONS
FULL EXEMPTIONS INCLUDE:
Private Portfolio Managers
• a person managing assets in terms of para. (4) of the Second Schedule of the VFA Act, in
relation to a portfolio that includes VFAs belonging to him and no other persons;
• provided that such portfolio has not been established for investment purposes in the
interest of other beneficiaries;
• provided further that such portfolio does not constitute a CIS.

LICENCE EXEMPTIONS
FULL EXEMPTIONS INCLUDE:
Family Portfolio Managers
• a person managing assets in terms of para. (4) of the Second Schedule of the VFA Act, relation
to a portfolio that includes VFAs for his spouse, descendants and ascendants in the direct line,
and their spouses, or his siblings;
• Provided that such portfolio is owned by the person to whom such services are provided and
does not constitute a CIS;
• Provided further that the person providing the service does not: (i) receive, directly or
indirectly, any remuneration or other benefit for the service; (ii) hold himself out as providing a
VFA service; or (iii) solicit members of the public to make use of such services.
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LICENCE EXEMPTIONS
FULL EXEMPTIONS INCLUDE:
• Securitisation Special Purpose Entities
• Collective Investment Schemes licensed under ISA / exercise of EU right
• CBM and Competent Authorities or Supranational Authorities
• Liquidators or Curators acting in course of liquidation or bankruptcy
• Providing a VFA Service merely where such service in an incidental manner in the course of a
professional activity, provided that such person: (i) does not receive, directly or indirectly, any
remuneration or benefit; (ii) hold himself out as providing VFA services; or (iii) solicit members of the
public to take such services, or a person providing investment advice in terms of para. (6) of Second
Schedule of the VFA, in the course of providing another professional activity, provided such advice is
not specifically remunerated.

LICENCE EXEMPTIONS
PARTIAL EXEMPTIONS INCLUDE:
Custodians in relation to CISs
• a person licensed in terms of para. 5 (c) of the First Schedule to the ISA to act a
custodian in relation to CISs (or holding an equivalent authorisation issued by a
European competent authority providing service in Malta in the exercise of a European
right);
• Provided that such person shall be exempt solely for the purpose of providing
Custodian or Nominee Services in relation to VFAs and, or private cryptographic
keys under para (5) of the Second Schedule of the VFA Act, only where provided in
relation to a CIS.
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LICENCE EXEMPTIONS
PARTIAL EXEMPTIONS INCLUDE:
Investment Managers in relation to CISs
• a person licensed in terms of para. 4 of the First Schedule to the ISA to act as an
investment manager in relation to CISs (or holding an equivalent authorisation issued by
a European competent authority providing service in Malta in the exercise of a European
right);
• Provided that such person shall be exempt solely for the purpose of providing
Portfolio Manager or Investment Advice in relation to under para (4) and (6) of the
Second Schedule of the VFA Act respectively, only where provided in relation to a CIS.

LICENCE EXEMPTIONS
MERE NOTIFICATION requirement:
In the case of:
(i) Parent-Subsidiary or Group Relationships;
(ii) Custodians licensed under ISA Act to provide services to CISs; or
(iii) Investment Managers licensed under ISA Act to provide services to CISs.

PRIOR APPROVAL requirement:
In the case of Persons Dealing on Own Account – the exemption shall not apply
automatically, but shall be subject to the approval in writing by the competent
authority that the exemption applies to the application.
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ADVERTISEMENT REQUIREMENTS
ARTICLE 29 OF THE VFA ACT
Provides that:
i. No person, other than licence holders, may issue or cause to be issued
an advertisement relating to a VFA Service, in or from within Malta,
unless it contents have been vetted and approved by the licence holder’s
board of administration; and
ii. The competent authority may issues rules or directives to licence
holders as it considers appropriate to set minimum standards and
requirements to be observed by licence holders when issuing or
approving advertisements.

ADVERTISEMENT EXEMPTIONS
REG. 4 OF THE VFA REGULATIONS
Provides that the Advertisements Requirements under Art. 29 of the VFA
Act, shall not apply to such advertisements issued or caused to be issued
by:
i.

the (a) Government of Malta; (b) Central Bank; or (c) international
organisation of which Malta is a member;

ii. any person exempt from the requirement to obtain a VFA Service
licence, where such advertisements strictly relates to matters in respect
of such person is exempt;
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ADVERTISEMENT EXEMPTIONS
REG. 4 OF THE VFA REGULATIONS
Provides that the Advertisements Requirements under Art. 29 of the VFA Act,
shall not apply to such advertisements issued or caused to be issued solely to:
i. licence holders; or
ii. a person whose ordinary business involves the acquisition and disposal of
VFAs; or
iii. a person who is acting under an exemption from the requirement to obtain
a VFA Service licence, where such advertisements strictly relates to matters
in respect of such person is exempt.

ADVERTISEMENT EXEMPTIONS
REG. 4 OF THE VFA REGULATIONS
Provides that the Advertisements Requirements under Art. 29 of the VFA Act,
shall not apply to such advertisements consisting in:
PUBLICATION

PRINCIPALLY OUTSIDE MALTA

- NOT issued, broadcast or transmitted by a licence holder
- NOT directed to persons in Malta
- NOT intended to be made available to non-exempt persons
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CONTROL OF ASSETS
Control
or Hold

VFAs

Private
Cryptograp
hic Keys

The holding or control of assets belonging
to, or on behalf of a customer;
By a person who is licensed to provide a VFA
Service (or licence exempt) in the course of
rendering a VFA Service; and
Includes custody, control, safeguarding and
deposits of VFAs and Private Cryptographic
Keys (BUT NOT Financial Instruments)

CONTROL OF ASSETS
SEPARATE PATRIMONY
• Held solely for an on behalf of the customer
• Customer assets constitute a distinct patrimony from the licence holder,
and from assets of other customers held by the licence holder
• No rights over the assets created in favour of licence holder unless
expressly contracted
• Creditors of licence holder have no recourse against customer assets
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CONTROL OF ASSETS
OWNERSHIP RIGHTS
• The Customer retains the right of ownership over the asset
• Regardless if registered in name and title of licence holder
• Regardless if held in a common pool or common account

CONTROL OF ASSETS
SYSTEMS AND CONTROLS
• Keep separate customer assets from assets of other customers and assets of the licence holder
• Appropriate arrangements for protection of customer assets, including adequate systems to
safeguard from damage, misappropriation or loss, and which permit delivery as agreed upon
with the customer
• Provided that, if written consent of customer obtained, may place and keep assets in a
common pool or common account
• External auditor to report on adequacy of arrangements at least annually
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CONTROL OF ASSETS
DEPOSITS OF VFAs WITH 3RD PARTIES
Where a licence holder deposits VFAs of its customers with 3 rd parties:
• such 3rd parties must themselves be licensed to act as custodian or
nominee under the VFA Act (or equivalent authorisation in another
jurisdiction);
• the licence holder shall exercise due skill, care and diligence in selecting
such 3rd parties, taking into account their expertise and reputation

CONTROL OF ASSETS
CUSTOMER MONEY
A licence holder shall promptly deposit any customer money received with any one
of the following:
✓ A central bank
✓ A credit institution authorised under Directive 2013/36/EU
✓ A bank authorised in a third country
✓ A qualifying money market fund (only if express consent of customer is obtained)
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CONTROL OF ASSETS
CUSTOMER MONEY
Furthermore, the licence holder shall:
• Consider the need for diversification
• Where deposited with an institution of the same group to which the licence holder
belongs, must limit such deposits to 20% of all customer monies
• Provided that 20% maximum deposit rule may be waived on basis of principle of
proportionality, taking into account nature, scale and complexity of its business

CONTROL OF ASSETS
USE OF CUSTOMER ASSETS
cannot use for its own account or account of others
those VFAs held by it for and on behalf of its customers
unless express prior consent of client is obtained and use is so restricted
to purpose so consented to.
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CONTROL OF ASSETS
RECORD-KEEPING

COMPLIANCE OFFICER

• Proper and adequate record-keeping of all
customer assets

• Appoint a compliance officer

• Clear identification and audit trail

• Having specific responsibility for compliance
with obligations regarding safeguarding of
customer assets

• Reconciliations between own accounts and
those of 3rd parties with whom customer
assets have been deposited

• Responsibility need not necessarily be
exclusively limited to compliance

CONTROL OF ASSETS
LIABILITY AND OUTSOURCING
• Shall be liable for any loss or prejudice suffered by customers due to the licence
holders’ fraud, willful default or negligence including unjustifiable nonperformance of obligations
• May delegate functions and duties to another licence holder – BUT liability for its
own acts or omissions shall remain unaffected AND liability shall extend to liability
for the loss or damage suffered due to the acts of omissions of such delegated
person, unless falls within safe harbor and, or express consent of customer.
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Rules for VFA Agents

VFA AGENTS
• RULES AND REGULATIONS
• ELIBIGILITY, REGISTRATION PROCESS AND FEES
• INTERNAL ORGANISATION REQUIREMENTS
• ROLE AND RESPONSIBILITIES
• OBLIGATIONS TOWARDS THE MFSA
• SANCTIONS
122
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APPLICABLE RULES & REGULATIONS
The rules and regulations concerning VFA Agents are principally contained in
Chapter 1 of the VFA Rulebook. Nevertheless, reference is to be made to the VFA
Framework as a whole, as various rights, duties, and responsibilities of the VFA
Agent may be found across the framework:
CHAPTER 1
VFA AGENTS
VIRTUAL FINANCIAL
ASSETS ACT

VFA
RULEBOOK

CHAPTER 2
VFA ISSUERS
CHAPTER 3

VFA Regulations

VFA LICENCEES
123

RAISING THE BAR
In its most recent Consultation Paper on Chapter 1 of the VFA Rulebook – Rules for VFA Agents
(published on 11/09/2018), the MFSA noted:
“The VFA Agent within the VFA framework is crucial for market integrity. The agent is
considered by the Authority as gatekeeper, having the role of preventing persons who are not fit
and proper from entering the financial system. The Authority wants to ensure that only persons
with the right competences who are appropriately resourced will be eligible for registration as
VFA Agents.”

124
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ELIGIBILITY
WHO MAY ACT AS A VFA AGENT?

(a) advocate, accountant, or auditor; or
(b) a firm of advocates, accountants, or auditors, or corporate service providers; or
(c) a legal organisation wholly owned or controlled by persons in (a) or (b); or
any other class of persons holding authorisations, qualifications and experience
deemed by the competent authority as possessing suitable expertise to exercise the
functions listed under Articles 7 and, or 14 of the Virtual Financial Assets Act.
125

ELIGIBILITY
FIT AND PROPER TEST:
(i) Integrity
(ii) Solvency
(iii) Competence

INDIVIDUALLY
& COLLECTIVELY

Scope: the Fit and Proper assessment applies to:
1.
2.
3.
4.

Persons directing the VFA Agent’s business;
Senior Management;
UBOs;
the 3 Designated Persons (incl MLRO).

EXPERTISE
&
EXPERIEN
CE

FINANCIA
L
SERVICES
REGULATI
ON

VFA
REGULATI
ON

SYSTEMS
&
CONTROL
S
126
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FIT AND PROPER VFA AGENTS
Experience and Education:
CV, work experience, education, training relation to the VFA framework, fintech, and
traditional financial services;
Written Assessment:
Required to sit for written examination – either an official MFSA exam consisting of 100
multiple choice questions with negative marking, or otherwise approved by the MFSA;
Viva Voce Assessment:
Interview with the MFSA covering questions on the VFA Framework and the role of the VFA
Agent, as well as knowledge of business models.

FIT AND PROPER VFA AGENTS
ONGOING COMPETENCY ASSESSMENT
As the sector is continuously evolving, the MFSA is considering a mandatory:

• Continuous Professional Education (CPE) requirement;
• 40 Hours Annually
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REGISTRATION PROCESS
YES
In order to provide and exercise the
functions of a VFA Agent under:
- Article 7 (re. VFA Issuers and
Admission of VFAs to Trading); and/or
- Article 14 (re. VFA Service Providers),
such person:
MUST REGISTER WITH MFSA

PREPARATORY PHASE

PRE-REGISTRATION
PHASE
POST-REGISTRATION /
PRECOMMENCEMENT OF
BUSINESS PHASE
129

1. PREPARATORY PHASE
NOTIFICATION
PRELIMINARY
MEETING
APPLICATION
& FEES

(1) Notification of Statement of Intention to register as a VFA Agent;
A comprehensive description of the proposed structure
Indicate whether applicant seeking to perform activities under Article 7 / 14 / both
(2) Preliminary Meeting with MFSA to discuss application for registration;
(3) Submission of Application Form and supporting documentation within 60 days
from preliminary meeting - may be extended by MFSA on basis of justifiable grounds
(4) Application Fee paid to the MFSA
The submission of the application considered complete upon verification that fees
have been paid to the MFSA and that all supporting documentation is provided.

130
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2. PRE-REGISTRATION PHASE
(1) Review of application by the MFSA
• applicant required to immediately inform MFSA of any changes in the interim.
(2) In Principle Registration
• following the review of application and agreement of registration conditions, the MFSA will issue an
‘in principle registration;
• valid for a period of 3 months from date of issue;
• during this validity period, the application shall finalise any outstanding matters and pre-registration
conditions, and submit the original copies of the final application form and supporting
documentation.
131

3. POST REGISTRATION / PRECOMMENCEMENT OF BUSINESS
UPON SATISFACTION OF THE ‘IN PRINCIPLE’ REGISTRATION CONDITIONS,
THE MFSA SHALL ISSUE A REGISTRATION CERTIFICATE.
HOWEVER:
(1) POST-REGISTRATION MATTERS
• Registered VFA Agents may be required to satisfy post-registration matters as determined by the
MFSA (which may be altered, amended or revoked by MFSA)
• MFSA enjoys power to de-register if fails to satisfy these matters within timeframes
(2) COMMENCEMENT OF BUSINESS
• Only upon satisfaction of any post-registration conditions imposed by MFSA
132
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Original Proposal:

FEES

Revised Proposal:

The Annual Supervisory Fee shall be payable by the VFA Agent on the date of issuance
of the Registration certificate is issued and, and on every year thereafter.
133

INTERNAL ORGANISATION
• Legal Form and Minimum Share Capital
• Responsible Persons
• Client-On Boarding
• Controls, Systems and Cyber-Security
• Policies (conflicts of interest / remuneration / etc.)
• Record-Keeping
• Financial Reporting
• Professional Indemnity Insurance
134
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LEGAL FORM

a legal person established in Malta

Provided that, where such legal person is not established in Malta, such person shall be eligible for registration so long
as:
1.

it is established in a recognised jurisdiction;

2.

as a registered business office in Malta; and

3.

at least 2 representatives who are resident in Malta.

4.

the representatives so appointed shall be a person who is authorised to carry on the profession of advocate,
accountant or auditor.

135

MINIMUM SHARE CAPITAL

NB: initial proposal was to have a
minimum share capital of €50k
136
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DESIGNATED PERSONS & MLRO
ORIGINAL PROPOSAL
An applicant shall propose 2 designated persons who shall be responsible
for performing the activity of a VFA Agent under the Act as well as a Money
Laundering Reporting Officer (‘MLRO’).
REVISED PROPOSAL
An applicant shall propose 3 designate persons who shall be responsible
for performing the activity of a VFA Agent under the Act, one of whom shall
also be appointed as the Money Laundering Reporting Officer (‘MLRO’) for
the VFA Agent.”
NB: the VFA Agent is deemed to be a subject person
137

CLIENT ON-BOARDING
(the Fit and Proper Test)
WHEN?

prior to accepting to offer its services to prospective clients

WHAT?

a VFA Agent shall ensure that such person
is a fit and proper person

HOW?

the VFA agent shall ensure that the client has:

Good
Standing
and Repute

Sufficient
Financial
Resources

Board of
Administrati
on
Competenc
y

Knowledge,
Expertise &
Experience
in IT, DLT &
DLT Assets
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Client On-Boarding Process
This process is divided into 4 distinct steps:

STEP 1
Obligation to inform
prospective client

STEP 2
Fit & Proper Test and
Declaration

The VFA Agent shall, prior to onboarding a
client, inform such client of the VFA Agent’s
obligations relating to client on-boarding and
shall obtain the client’s consent to disclose to
the MFSA the conclusions of the fit and proper
test undertaken.
The VFA Agent shall then undertake the Fit and
Proper Test and shall submit to the MFSA,
immediately upon his appointment by a
Client, a written declaration that the
requirements relating to the Fit and Proper
qualification criteria for a prospective client are
satisfied.
139

Client On-Boarding Process
This process is divided into 4 distinct steps:

STEP 3
Notification if prospective
client fails Test

STEP 4
Record-Keeping

If a VFA Agent considers a prospective Client,
not to be a fit and proper person, it shall
immediately inform the MFSA, explaining, in
as much detail as possible, in as much detail
as possible, the reasons why it does not
consider such person to be fit and proper.
A copy of the fitness and properness
assessment conducted should be held at the
registered address of the VFA Agent in Malta
and made available to the MFSA upon
request.
140
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Client On-Boarding Process
RISK-BASED APPROACH
-

Jurisdictional risks
Non-face-to-face relationships risks
Technological Risks
Experience and Expertise
Start-Ups risks
Rapidly changing legal and regulatory environment
Resilience of client’s own cyber-security and KYC systems and controls

141

Client On-Boarding Process
ICO RISK-BASED APPROACH
• what is the size of the offering?;
• what are the fundamental drivers of the project?;
• how are the funding milestones going to work? (are they embedded in the
smart contract or are they merely ‘statements of expectations?’
• is subscription made in fiat currencies or crypto-currencies?
• at what stage of development is the issuer?
• what is the issuer’s funding mix?
• does the issuer have robust and resilient internal controls, including KYC?

142
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Client On-Boarding Process
VFA SERVICE PROVIDER RISK-BASED APPROACH
•
•
•
•
•
•

who are the underlying customers of VFA Service Providers?
how do they on-board clients?
do the service providers have experience in traditional financial services?
do they offer a mix of traditional and digital financial services?
do they have robust and resilient systems and controls?
do they offer a spectrum of activities licensable under different acts?

143

POLICIES AND CONTROLS
Systems
&
Controls
GENERAL PRINCIPLES

Resourc
es &
Procedu
res

Policies

Experien
ce &
Expertis
e

Continui
ty
144
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POLICIES AND CONTROLS
DUAL-CONTROL PRINCIPLE
Systems
and
Controls

Dual
Control
Good
Governance

The business of the VFA Agent is to be directed or managed
by at least 2 individuals (dual-control principle) who shall be
of sufficiently good repute, possesses sufficient knowledge
and experience, and commit sufficient time to perform their
functions and to ensure the sound and prudent management
of the VFA Agent.
PROPORTIONALITY PRINCIPLE
The VFA Agent shall take into account the nature, scale and
complexity of its business, and the nature and range of
activity undertaken in the course of its business.
145

POLICIES AND CONTROLS
GOOD GOVERNANCE
The VFA agent shall establish, implement & maintain:
Systems
and
Controls

a) decision-making procedures organisational structure clearly
defining functions & responsibility.
b) adequate internal control mechanisms designed to secure
compliance with decisions & procedures.

Dual
Control
Good
Governance

c) effective internal reporting lines and communication of
information at all levels.
d) records of internal organisation and its business.
e) employs individuals with necessary expertise, experience,
skills and knowledge.
146
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POLICIES AND CONTROLS
SYSTEMS AND CONTROLS
The VFA agent shall establish, implement & maintain:
Systems
and
Controls

Dual
Control
Good
Governance

a) adequate systems and controls to safeguard the security,
integrity and confidentiality of information, which
systems include cyber-security.
b) adequate business continuity processes, to ensuring
preservation of essential data and functions, and the
timely recovery thereof.
c) due diligence processes to ensure the fitness and
properness of clients.
d) accounting policies to enable it to deliver financial reports
to MFSA which give a true and fair view.
147

PII
The VFA Agent shall make every effort* to take out and maintain full Professional Indemnity
Insurance cover, covering specific terms, including:
• legal liability and legal defence costs for negligence, errors or omissions for its conduct,
or conduct of any person employed or engaged by it (including dishonesty, fraudulent,
criminal, malicious act, error or omission, libel, slander, defamation).
• applicable across the EU and all other territories from, in or to which its clients providing
VFA Services.
• loss of and damage to documents and records belonging to it or under its care, custody
or control, including replacement / restoring costs and consequential damages.
• breach of applicable rules or regulations and any awards resulting therefrom.
* Note that PII cover is mandatory for VFA Agents registered under Articles 7 and 14 unless additional
capital is injected.
148
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Other insurance
coverage
VFA Agents are required to take out and maintain an insurance policy that covers loss of
money or loss or damage to any other asset or property belonging to the VFA Agent or
which is in the care, custody or control of the VFA Agent or for which the VFA Agent is
responsible.
• The policy shall be governed by Maltese law
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OUTSOURCING
The VFA Agent shall ensure that where it relies on a 3rd party for the performance of
any operational function:
• It takes reasonable steps to avoid undue additional operational risk for provision of
services on a continuous and satisfactory basis.
• Does not materially impair the quality of its internal governance, controls and
systems, the orderliness and proper management of its business, and the MFSA’s
ability to monitor its compliance with its obligations.
• Carries out an on-going assessment of operational risk and concentration risk of
its outsourcing arrangements.
The VFA Agent remains fully responsible for discharging its obligations, and for
the proper management of the risks associated with outsourced activities.
150
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OUTSOURCING
The VFA Agent shall ensure that where it relies on a 3rd-party for the performance of any
operational function:
• The MFSA is notified of any material outsourcing arrangements and shall ensure
information made available on request to enable MFSA to supervise compliance.
• The MFSA is notified of any material development affecting an outsourced activity,
and manner in which position is being rectified.
• Has in place an Outsourcing Policy, which covers all aspects of outsourcing,
including non-material outsourcing, contingency planning and exit strategies.
• Any Outsourcing Arrangements are based on a formal, clear, written contract,
setting out the rights and obligations of the VFA Agent and Service Provider.
NB: The MFSA may impose specific conditions on the VFA Agent on its outsourcing
151

MULTIPLE VFA AGENTS
Can more than 1 VFA Agent be appointed?
YES
• Required to allocate respective allocations and inform MFSA thereof
• The VFA Agents shall be responsible to the extent of such allocation
152
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OPERATIONAL INDEPENDENCE
How does the VFA Agent ensure its operational independence?
The VFA Act provides that the VFA Agent:
“shall not be an employee or otherwise engaged with the issuer in a manner
which prohibits him from exercising independent professional judgement
and for the avoidance of doubt, persons connected to the VFA Agent shall
not be considered as prohibited from exercising independent professional
judgement only because other persons in the same organisation or activity,
including their partners or employees, have been simultaneously engaged to
provide legal advice or financial or consultancy or accounting or
administrative support services to an issuer.
153

CONFLICTS OF INTEREST
The VFA Agent is required to establish a Conflicts of Interest Policy,
covering:
• the identification of circumstances, with reference to specific
services carried out by or on behalf of the VFA Agent, which may
give rise to a conflict of interest.
• procedures and measures adopted in order to manage such
conflicts.
• ongoing monitoring and periodical review, at least on an annual
basis, taking all appropriate measures to address any deficiencies.
154
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PERSONAL TRANSACTIONS
The VFA Agent is required to establish adequate arrangements concerning:
• relevant persons involved in its activities, or who has access to confidential or
inside information relating to clients and their transactions by virtue of activities
carried out on behalf of the VFA Agent;
• so as to ensure that such persons do not enter into personal transactions, being
those transactions:
a)

prohibited under Chapter V of the VFA Act (change in ownership/control)

b) involving the misuse or improper disclosure of confidential information
c)

conflicts, or is likely to conflict, with any obligation of the VFA Agent
155

REMUNERATION POLICY
The VFA Agent is required to establish a Remuneration Policy, ensuring:
• clients are treated fairly and their interests are not impaired by the
remuneration practices adopted by the VFA Agent, in the short, medium
or long term.
• its remuneration practices do not create a conflicts of interest or incentive
that may lead the VFA Agent to favour its own interests to the potential
detriment of clients.
• ongoing monitoring and periodical review to ensure effective
identification and remedial action.
156
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ARTICLE 7 VS. 14
ART. 7 INITIAL OFFERING OF VIRTUAL FINANCIAL ASSETS (IVFAOs) TO THE PUBLIC, IN
OR FROM WITHIN MALTA
Required to appoint and maintain at all times appointed, a VFA Agent, for the purposes
of submitting an application for the registration of the whitepaper with the competent
authority, and for providing guidance and advise with initial and ongoing compliance
with the applicable regulatory requirements.
ART. 8 ADMISSION OF VIRTUAL FINANCIAL ASSET TO TRADING ON A DLT EXCHANGE
Required to appoint a VFA Agent for the purposes of applying for such admission,
including the registration of the whitepaper with the competent authority, and
providing guidance and advise with admission to trading and ongoing trading.
157

ART. 14

PROVISION OF VFA SERVICES

Required to appoint a VFA Agent for the purpose of submitting a licence application.
Being the following services when provided in relation to VFAs:
1. Execution and Transmission of orders
2. Execution of orders on behalf of others
3. Dealing on own account
4. Portfolio management

5. Custodian or Nominee
Services
6. Investment Advice
7. Placing
8. Operation of a VFA Exchange
158
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A distinction is made between the VFA Agent’s functions according to the scope for
which the VFA Agent is appointed:
ORDINARY FUNCTIONS
APPLICABLE TO VFA AGENTS APPOINTED UNDER EITHER / BOTH:
(I) ART. 7

ISSUERS OF VFAs

(II) ART. 8

ADMISSION OF VFAs ON DLT EXCHANGES

(III) ART. 14

VFA SERVICE PROVIDERS

SUPPLEMENTARY FUNCTIONS
APPLICABLE TO VFA AGENTS APPOINTED UNDER ARTICLE 7
159

ORDINARY FUNCTIONS
✓ Ensure applicant has satisfied all requirements under Act and Rules, including that such
applicant is a fit and proper person;
✓ Advise and guide the applicant as to its responsibilities and obligations;
✓ Act as the liaising party with the competent authority and submit all information and
documentation to the competent authority;
✓ Disclose to the competent authority without delay any information or explanations
reasonably required to purposes of verifying any information to be taken into account when
processing registration / licensing, or any material information of which it has knowledge
concerning non-compliance;
✓ Shall be considered a Subject Person for AML/CFT purposes.
160
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ORDINARY FUNCTIONS
Article 7 (1) (b) to demonstrate how, and to what extent, the issuer has, in the
VFA Agent’s opinion, satisfied the requirements as prescribed in the
provisions of the VFA Act, and of any regulations made and rules issued
thereunder, including how the issuer is considered to be a fit and proper
person, and to demonstrate how the issuer has complied, and as far as it can
determine, will comply with its continuing obligations under the VFA Act.
Article 14 (3) – The VFA Agent shall be required, diligently and with utmost
good faith, to submit full and correct information whenever it is required to do
so, to support the competent authority in carrying outs its reviews to establish
that the fit and proper person to provide the VFA services concerned and will
comply with and observe the requirements of the VFA Act and any regulations
made and rules issued thereunder.
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SUPPLEMENTARY FUNCTIONS
APPLICABLE TO VFA AGENTS APPOINTED UNDER ART. 7 (VFA Issuers)

1. ENDORSEMENT OF FI TEST
FI TEST

INVESTOR
ROADMAP

SYSTEMS
AUDITOR
REPORT

COMPLIANCE
STATEMENT

Prior to the registration of the whitepaper, required
to endorse the assessment of the DLT Asset made
under the Financial Instrument, listing any
assumptions or reservations.

2. SYSTEMS AUDIT REPORT
Prior to the registration of the whitepaper, shall
satisfy itself that a Systems Auditor has prepared a
report which covers all aspects of an issuer’s
technology arrangements, including inter alia cyber
security.
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SUPPLEMENTARY FUNCTIONS
ENDORSEMENT OF FI TEST
• “Provided that the MFSA shall not ordinarily make any determinations of its
own with reference to a DLT asset’s nature but shall rely on the
determinations made by the Issuer and its VFA Agent; it should therefore be
understood that in the event of disagreement between the VFA Agent and
the Issuer, the matter shall be resolved between the said parties prior to a
whitepaper’s submission for Registration with the MFSA:
• Provided further that the MFSA shall not be accepting any applications
where the Issuer’s determination NOT endorsed by VFA Agent”

PROVIDED: MFSA reserves the right to make its own determination.

SUPPLEMENTARY FUNCTIONS
PRIOR TO SUBMISSION OF THE WHITEPAPER, THE VFA AGENT SHALL BE SATISFIED
THAT THE ISSUER’S BOARD OF ADMINISTRATION:
✓ Can be relied upon to prepare and publish all information that investors and their
professional advisers would reasonably require to make an informed assessment of the VFA
to which the whitepaper relates.
✓ Have have explained to them the nature of their responsibilities and obligations.

AND SHALL OBTAIN WRITTEN CONFIRMATION FROM THE ISSUER THAT:
✓ It has established procedures providing a reasonable basis for them to make proper
judgements as to financial position, performance and prospects, after due and careful
enquiry, and that any profit forecasts and estimates have been made after due and careful
enquiry and are disclosed in the whitepaper.
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SUPPLEMENTARY FUNCTIONS
PRIOR TO SUBMISSION OF THE WHITEPAPER, THE VFA AGENT SHALL ALSO CONFIRM TO
THE COMPETENT AUTHORITY THAT:
The whitepaper:
✓ is dated
✓ conforms with the form and content prescribed by the First Schedule, VFA Act
✓ includes a compliance statement by the Board of Administration of the Issuer
Stating any assumptions it has made, and any reservations it may have on any matter relating to
the whitepaper for consideration by the competent authority.
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SUPPLEMENTARY FUNCTIONS
APPLICABLE TO VFA AGENTS APPOINTED UNDER ART. 7 (VFA Issuers)

3.
FI TEST

INVESTOR
ROADMAP

SYSTEMS
AUDITOR
REPORT

COMPLIANCE
STATEMENT

INVESTOR ROADMAP VERIFICATION

A VFA Agent shall ensure that the Issuer has
provided investors with a roadmap which
clearly establishes and sets out milestones
for the IVFAO. The VFA Agent shall check
whether the Issuer is meeting the
milestones set out. In the event that these
milestones are not being met, the VFA
Agent shall inform the MFSA accordingly.
Proposing a ‘milestones announcements’
regime (akin to company announcements).
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SUPPLEMENTARY FUNCTIONS
APPLICABLE TO VFA AGENTS APPOINTED UNDER ART. 7 (VFA Issuers)

4.
FI TEST

SYSTEMS
AUDITOR
REPORT

INVESTOR
ROADMAP

COMPLIANCE
STATEMENT

ANNUAL COMPLIANCE STATEMENT

The VFA Agent shall be required to prepare and
submit to the MFSA, on an annual basis, a
Compliance Certificate in on behalf of the Issuer.
Provided that where there have been any
breaches of the Act, the Regulations or these
Rules, the VFA Agent is required to include a
statement regarding such breaches in the
Compliance Certificate.
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COMPLIANCE CERTIFICATE
The Annual Compliance Certificate should further include a confirmation that:
1.

all the local AML/CFT requirements
have been satisfied, which confirmation should be obtained from the
Issuer’s MLRO; and

2.

the Issuer’s Innovative Technology Arrangement
complies with any qualitative standards set and guidelines issued by the
Malta Digital Innovation Authority applicable to the particular type of
arrangement (irrespective of whether the said arrangement holds a
certification or a ruling of eligibility under the Innovative Technology
Arrangements and Services Act), which confirmation should be obtained
from the Issuer’s Systems Auditor.
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Applicable to VFA Agents appointed under Art. 14
(VFA Service Providers)
MAY ACT AS THE COMPLIANCE OFFICER
•
•
•
•
•
•

Monitor and assess adequacy and effectiveness of internal controls
Compliance monitoring plan
Advise and assist with compliance obligations
Have the necessary authority, resources, expertise and access to information
Shall not be involved in the performance of services or activities being monitored
Annual Compliance Certificate

OBLIGATIONS TOWARDS
MFSA
HIGH-LEVEL PRINCIPLES
✓ act in an ethical manner, taking into consideration investor protection, market integrity and financial
soundness.
✓ act honestly, fairly and professionally.
✓ co-operate with the MFSA and other relevant competent authorities in an open and honest manner,
and shall promptly provide the MFSA with any information it may require and co-operate with
inspections or testing.
✓ disclose to the MFSA, in a timely manner, any material information relating to itself or the issuer of
which it has knowledge that addresses non-compliance with Act or Regulations thereunder.
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OBLIGATIONS TOWARDS MFSA
HIGH-LEVEL PRINCIPLES
In particular VFA Agents shall make reference to and comply with the:
✓ applicable laws, regulations, rules and guidance notes that may be issued by the MFSA, or other
relevant competent authorities
✓ the relevant EU regulation and guidance notes or statements
✓ the relevant Industry Best Practices issued by international standard setting bodies
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NOTIFICATIONS TO THE MFSA
The VFA Agent shall notify the MFSA in writing of:
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.

Change in UBOs
Change of Address and Contact Details
Proposed acquisitions of disposals of shares
Proposed material change to business (1 month prior thereto)
Evidence of fraud or dishonest of staff
Material claim on its professional indemnity insurance / other insurance
Actual or intended legal proceedings of a material nature by or against the VFA Agent
Material changes to information supplied to MFSA
Any other material information concerning the VFA Agent, its business or staff
Any breach of the VFA Framework
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CONSENT FROM THE
MFSA
The VFA Agent shall obtain the prior written consent of the MFSA in relation to:

1. Change in Registration (ex. from Art. 7 to Art. 15)
2. Change in UBOs (>10% of share capital)
3. Change in registered name, business or trade name
4. Implementing material changes to its business (1 month prior)
5. Changes to its capital or the rights of unitholders
6. Acquiring 10% or more of rights in another company
7. Sale or merger of whole or part of its undertaking
8. Applications to foreign competent authorities to undertake regulated activity
9. Appointments of a Director / MLRO / Designated Person / Senior Manager
10.Change in responsibility of Director / MLRO / Designated Person / Senior Manager
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CHANGES IN OFFICIALS
The following shall apply with respect to Designated Persons and other Appointed
persons of the VFA Agent:
1. The proposed Designated Person or other Appointed Persons is required to submit the online
PQ Form to the MFSA;
2. Where satisfied of fitness and properness, the MFSA will issue an in principle approval, with or
without conditions;
3. If approved, such person is required to confirm in writing his/her understanding of applicable
requirements and responsibilities attached to the role of VFA Agent.
4. In the case of departures, shall notify the MFSA of such departure by not later than the
effective date of resignation, and confirm in writing that reason for departure was not a
consequence of any regulatory implications (together with confirmation from the VFA Agents
of such reasons).
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LIABILITY
Article 54 of the VFA Act provides that a VFA Agent guilty of an offence
under Article 53 shall be liable on conviction to:
1. A fine not exceeding €500,000; or
2. Imprisonment for a term not exceeding 6 months; or
3. Both such fine and imprisonment

175

LIABILITY
Offences under Article 53 of the VFA Act:
• Contravention or failure to comply with:
Art. 3
Art. 7
Art. 13
Art. 25
Art. 26
Art. 28
Art. 39
Art. 41
Art. 57

Registration of Whitepaper for IVFAOs / Admission of VFAs to Trading
Appointment of VFA Agent by Issuers and role of VFA Agent
Licensing for provision of VFA Service(s)
Change in information
Payment of Fees
Consent from competent authority
Power of competent authority to require information
Power of competent authority to issue directives
Confidentiality of information
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LIABILITY
Offences under Article 53 of the VFA Act:
• Contravention or failure to comply with any court order made under
article 52 or regulations made under article 38
• Furnishes information or makes a statement which he knows to be
inaccurate, false or misleading in any material respect, or recklessly
furnishes information or makes a statement which is inaccurate, false or
misleading in any material respect.
• Knowingly, a party to the carrying on of any activity regulated under the
VFA Act, or any regulations or rules thereunder, with a fraudulent intent
or for a fraudulent purpose.
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LIABILITY
Offences under Article 53 of the VFA Act:
• By any statement, promise or forecast which he knows to be misleading,
false or deceptive, or by any dishonest concealment of material facts, or by
reckless making (whether dishonest or otherwise) of any statement, promise
or forecast which is misleading, false or deceptive, induces or attempts to
induce another person to enter into or offer to enter into a VFA agreement;
• With intent to avoid detection of the commission of an offence under the
VFA Act, removes, destroys, conceals or fraudulently alters any books,
document or other paper or record, either tangible or intangible;
• Intentionally obstructs a person from exercising rights conferred by the VFA
Act.
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ADMINISTRATIVE SANCTIONS
Where a VFA Agent breaches or infringes a provision in the Act, a regulation or rule thereunder, the
MFSA may impose administrative penalties, without recourse to a court of law, up to a maximum of
€150,000.
• Delays making submissions within stipulated time-frames is deemed to be a sanctionable
offence, unless there are justifiable reasons for such delay.
• Delayed submissions give rise to an initial penalty and an additional daily penalty.
A right of appeal to the Financial Services Tribunal is available to VFA Agents on whom penalties are
imposed.
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ADMINISTRATIVE SANCTIONS
In determining the administrative sanction to be imposed, the MFSA is guided by the
principle of proportionality, taking into consideration:
1.
2.
3.
4.
5.
6.
7.
8.

the repetition, frequency, gravity or duration of the infringement
the degree of responsibility of the person responsible for the infringement;
the financial strength of the VFA Agent;
the profits gained or losses avoided by reason of the infringement
the losses for third parties caused by the infringement;
the level of cooperation of the VFA Agent with the Authority;
previous infringements and prior sanctions imposed on the same VFA Agent;
the good faith, the degree of openness and diligence of the VFA Agent in the
fulfilment of his obligations under the Act, relative regulations, Rules and
Registration conditions or of decisions of the competent authority in this regard;
9. any evidence of wilful deceit on the part of the VFA Agent or its officers; and
10. any potential systemic consequences of the infringement.
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Rules for VFA Issuers

VFA REGULATIONS
CHAPTER 1
VFA AGENTS
VIRTUAL
FINANCIAL ASSETS
ACT

VFA
RULEBOOK

CHAPTER 2
VFA ISSUERS
CHAPTER 3
VFA
LICENCEES

VFA
REGULATIONS
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IVFAO CHECKLIST
STEP 3
BOARD OF ADMINISTRATION

Good Governance of Board of Administration:
• Dual Control Principle
• Responsible to complying with Issuer’s obligations

FIT AND PROPER ASSESSMENT

• Collective and individual responsibility to maintain
sufficient knowledge and understanding of business
• Properly informed of financial condition
• Where the board delegates its functions, shall not
absolve them from duty to supervise the discharge of
such delegated functions
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IVFAO CHECKLIST
APPOINTMENT OF FUNCTIONARIES
MANDATORY FUNCTIONARIES
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IVFAO CHECKLIST
APPOINTMENT OF FUNCTIONARIES
VOLUNTARY FUNCTIONARIES – CUSTODIAN

Revised proposal under Consultation Paper for Higher Investor Protection

IVFAO CHECKLIST
APPOINTMENT OF FUNCTIONARIES
VOLUNTARY FUNCTIONARIES – CUSTODIAN

The Custodian is to have appropriate systems and controls to ensure that investors’ funds are
reimbursed if the Initial VFA Offering is cancelled for any reason whatsoever, including inter
alia where the set soft cap, as stated in the Issuer’s whitepaper, is not reached.
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IVFAO CHECKLIST
CUSTODIAN
REVISED PROPOSALS – CONSULTATION PAPER ON RULES FOR
HIGHER INVESTOR PROTECTION
FIAT CURRENCIES

with central bank / CI / Bank / MMF

VFAs

with custodian licensed under VFA Act, or in recognised
jurisdiction
BUT considering custody performed through technology
arrangement that is duly certified by a Systems Auditor

DISCLOSURE

in whitepaper – arrangements for adequate safekeeping

IVFAO CHECKLIST
WHITEPAPER

Proposal for €5,000
investment capping for
retail investor, as
defined under MiFID (per
Issuer / 12 months)
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IVFAO CHECKLIST
WHITEPAPER

IVFAO CHECKLIST
REGISTRATION OF WHITEPAPER WITH MFSA
The following documents shall be submitted to MFSA via the VFA Agent:
i.

A copy of the Financial Instrument Test which must be:

a) Duly signed by Board of Administration; or
b) Endorsed by the VFA Agent.
ii.
iii.
iv.
v.
vi.
vii.

Dated whitepaper signed by Board of Administration
Report from the Systems Auditor
Audited Accounts of Issuer / Group for last 3 years (or years operating if less)
Certified copy of its Constitutional Documents
Compliance Statement from Issuer + Confirmations from VFA Agent
Application Form and Registration Fees
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IVFAO CHECKLIST

IVFAO CHECKLIST
FEES
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SCOPE
REQUIREMENTS

LOCATION
REQUIREMENTS

IVFAO CHECKLIST
RECORD
KEEPING
REQUIREMENTS

ANNUAL
FILINGS
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OFFENCES AND SANCTIONS
THE SAME SANCTIONS APPLICABLE TO VFA AGENTS APPLY TO VFA ISSUERS,
BOTH IN TERMS OF CRIMINAL SANCTIONS AS WELL AS ADMINISTRATIVE
PENALTIES POTENTIALLY IMPOSED BY THE MFSA.

THANK YOU!

Diane Bugeja
Senior Associate, Corporate & Finance
D (+356) 25678132
E diane.bugeja@camilleripreziosi.com
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The VFA Act:

Rules and Regulations Part II
James Farrugia
GANADO Advocates

19th September, 2018
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Rules: VFA Service Providers
•

Chapter 3 divided into 4 titles:
1.
2.

Principles: The high level principles which
should guide VFA Service Providers in the
provision of their VFA activity
Authorisation: The licensing requirements
and the respective licensing process for VFA
Service Providers;
206
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Rules: VFA Service Providers
•

Chapter 3 divided into 4 titles:
3.
4.

Ongoing Requirements: The ongoing
obligations which VFA Service Providers must
adhere to; and
Enforcement: Enforcement and sanctions in
the event of misconduct by VFA Service
Providers.
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Rules: VFA Service Providers
High Level Principles
•

VFA Service Providers shall act in an ethical manner and in
the best interest of Malta, taking into consideration investor
protection, market integrity and financial soundness in
carrying out their activity.

•

VFA Service Providers shall act honestly, fairly and
professionally and shall comply with the relevant provisions
of the VFA Act, the relative regulations issued thereunder,
and the MFSA Rules as well as with other relevant legal and
regulatory requirements.
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Rules: VFA Service Providers
High Level Principles
•

VFA Service Providers shall co-operate with the MFSA in an
open and honest manner and shall provide the Authority
with any information it may require.

•

VFA Service Providers shall take due account and, where
applicable, comply with any relevant EU legislation as well
as any Guidance Notes/ Statements/ Industry Best Practices
which may be issued by international standard setting
bodies.
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•

Rules: VFA Service Providers
Authorisation
•

Licensing Considerations of MFSA:
1.

the protection of investors and the general public;

2.

the protection of the reputation of Malta taking into
account Malta’s international commitments;

3.

the promotion of innovation, competition and choice;
and

4.

the reputation and suitability of the Applicant and all
other parties connected with the Applicant.
210

•
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Rules: VFA Service Providers
Authorisation
•

Different Classes of licences as per VFA Regulations

•

Role of the VFA Agent

•

Role of Systems Auditor (where necessary)

•

Fit and Proper – Integrity, Competence and Solvency of
qualifying shareholders, directors and senior managers

•

Capital Requirements
211

Rules: VFA Service Providers
Authorisation
•

Statement of intent and preliminary meeting:

•

Applicant to submit through VFA Agent:
1. a comprehensive written description of the proposed
structure;
2. the VFA Service/s for which Licensing is being sought
identifying the persons proposed to hold key positions
thereto;
3. a legal opinion that the proposed activity does not 212
fall
within the scope of traditional financial services
legislation.
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Rules: VFA Service Providers
Authorisation
•

Application to be filed within 60 days from date of
preliminary meeting

•

Pre licensing phase vs, post licence phase – pre
commencement of business,

•

Outline of process for (A) change in control, (B) variation of
licence, (C) suspension of licence and (D) surrender of
licence

•

Matters requiring notification to or prior approval of MFSA
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Rules: VFA Service Providers
Ongoing Requirements
•

Governance – Business to be directed by at least 2
individuals

•

Establishment of various policies and procedures (decision
making, internal controls, internal reporting,
communication of information, record keeping, security
measures, remuneration policy, conflicts policy, risk
management framework, business continuity plan, disaster
recovery plan, inducements, personal transactions, order
execution policy)

•

Establishment of Cyber Security Framework
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Rules: VFA Service Providers
Ongoing Requirements
•

Establishment of a Compliance and AML functions

•

Submission of Annual Compliance Certificate to MFSA

•

Rules for Segregation of Clients Assets

•

Monthly reconciliations of VFAs held under custody &
Clients’ Money (FIAT)

•

Establishment of Internal Audit Function (not mandatory)

•

Need for PII Cover
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Rules: VFA Service Providers
Ongoing Requirements
•

Framework for outsourcing and related oversight

•

Additional Rules for VFA Exchanges in particular on the
listing criteria

•

Capital requirements and own funds including fixed
overhead requirements and RMICAAP

•

Distinction between Retail and Professional Clients
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Rules: VFA Service Providers
Ongoing Requirements
•

Independent vs Non Independent Advice

•

Appropriateness and Suitability Assessment

•

Issue of Suitability Statement

•

Complaints Handling Process

•

Record Keeping 5 years, possibly 7

•

Audited Accounts within 4 moths from Y/E.
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Rules: VFA Service Providers
Ongoing Requirements
•

Quarterly Interim and Annual Financial Return within 1
month

•

Disclosure of (a) risk management framework, (b)
governance, (c) own funds and (d) capital requirements
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Rules: VFA Service Providers
Enforcement
•

Extensive powers of enforcement by MFSA

•

Sets out basis for enforcement actions including fines
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Thank you
James Farrugia
jfarrugia@ganadoadvocates.com
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